


policy may seem draconian, it is for their own
safety and protection. Such a “zero tolerance”
policy can help prevent workplace violence,
and can also protect against liability lawsuits.

According to one business liability consultant
speaking in the Bureau of National Affairs’
Government Employee Relations Report, if an
employer fails to act and a worker is injured
by a co-worker, under some states’ laws the
employer may face tort liability for “‘negligent
retention” of a dangerous employee.

The consultant said employers should tread
carefully but surely as they try to reduce the
potential for workplace violence without
violating individual rights. In the end, the
right to a safe workplace outweighs any other
consideration.

Threat assessment

According to the American Management
Association survey, an overwhelming majority
of American businesses have no procedures
either for coping with workplace violence or
for training employees to spot its danger
signals.

Violence prevention after an employee passes
all background checks and screens satisfactor-
ily begins with having a written policy that
unequivocally condemns harassing, intimi-
dating, threatening or assaulting fellow em-
ployees at and away from the workplace. The
policy should clearly state that discipline will
be swift and severe.

Management should rely on a threat assess-
ment team to act as a clearinghouse for all
research into and evaluation of all potentially
violent incidents and scenarios in the work-
place. The team should investigate and evalu-
ate all threats, confrontations and potential
situations; should train all supervisors in non-
violent conflict resolution and personal sen-
sitivity, and should develop a protocol for

dealing with threats and violence, including
criteria for involving law enforcement officials.

The threat assessment team should consist of
representatives from top management, the
security director, and human resources person-
nel. The team should have access to outside
experts in the areas of clinical psychology and
employment law. The United States Postal
Service has had great success recently in
reducing violence, partially through the use of
such teams. The team should take the proactive
approach of a work site analysis that includes
a review of physical security measures, a
walk-through inspection of the entirety of a
company’s physical plant, a review of all
safety records, an employee survey and
interviews.

When reviewing company security measures,
the team should consider:

¢ Banning all firearms from company pre-
mises, including those in employee vehicles
parked in company parking lots. The im-
mediate availability of a firearm could tempt
an angry but otherwise rational employee
into committing acts he or she would not
consider after cooling down.

¢ Using metal detectors or magnetometers at
all points of ingress and egress to detect
firearms and other weapons.

¢ Eliminating any expectation of privacy in
employee lockers and containers by clearly
stating that they are subject to search.

e Limiting and monitoring all points of
physical access.

¢ Using electronic access cards and sign-in
procedures to limit and track access.

¢ Installing closed-circuit television cameras to
monitor common areas— stairwells, lobbies,
reception areas, break rooms, storage areas
and warehouses—where many outbreaks of
workplace violence occur.
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* Locking all storage rooms, utility closets and
conference rooms when not in use. Attackers
can use these potential hiding places to wait
for an opportune time to strike.

® Banning or limiting access of former em-
ployees and off-duty employees at the work-
place, since a high percentage of workplace
assaults are committed by former employees
and off-duty employees who are stalking
supervisors or female co-workers.

® Establishing a regular universal random drug
testing program and a “‘zero tolerance” pol-
icy regarding drug use. In a large number of
cases of workplace violence, troubled em-
ployees begin abusing drugs and alcohol
long before they commit violent acts, and
employees under the influence of drugs or
alcohol at work are more likely to become
violent.

¢ Establishing a program to teach all personnel
what signs of disaffection to look for, how to
react to inappropriate behavior, and how and
to whom to report such behavior.

® Changing security routines, access codes and
protocols after the dismissal of a potentially
violent employee. Long-time employees may
have intimate knowledge of how to circum-
vent even the best security systems. In addi-
tion, always confiscate any company identi-
fication, keys and electronic access cards
from former employees, and make sure all
company personnel—especially security
personnel—know immediately that the
employee has been terminated and the
employee’s presence on company property
should be reported to security. In some
cases, employers should consider changing
any locks for which the former employee
had keys. If there is a legitimate reason for a
terminated employee to return to company
property, he or she should be escorted at all
times by a security officer.

¢ Installing a hot line for anonymous reporting
of “troubled” employees. Management should
also use clinical psychologists to train super-
visors on what to look for and how to report
potential workplace violence problems.

In a world where violence is no longer limited
to the streets, ignoring the potential for violence
by individuals within a company could be a
deadly misjudgment. Many American busi-
nesses know that workplace violence exists in
our society, but far too many managers and
executives view it with a detached perspective.
This kind of complacency can be catastrophic.

Management must take the initiative and implement
proactive, preventive security measures to protect
their employees from the ever-growing specter of
workplace violence. These progressive security
measures must come from an interwoven defense
net that includes security management, a threat
assessment policy and human resources. It is
readily apparent to CEOs that the cost of
upgrading a security system to meet the challenges
of the modern workplace is, like any insurance
policy, a pittance compared to the costs of
workplace violence—liability, legal defense costs,
legal settlements, increased insurance premiums,
worker’s compensation payments, post-violence
counseling, lowered morale, lost productivity, lost
profits and lost shareholder value.

An even higher cost is paid by one of every six
victims of workplace violence—life. In the end,
business will be saving money and saving lives. If
American business is to succeed against this threat,
it must act to stem the rising tide of violence in the
workplace.
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