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® On March 21 in Montclair, New Jersey, a
29-year-old former postal employee with no
criminal record, confessed to killing four
men and seriously wounding a fifth, shooting
them in the head with a handgun, execution
style, in the back room of a post office.
Two of those killed were former co-workers
of the assailant who had worked alongside
him two years earlier. The gunman told
investigators that he had robbed the post
office ‘‘because he had a mountain of debt.”

® On April 3, a 28-year-old man walked into
the office of a Corpus Christi, Texas, refinery
inspection firm where he had worked,
carrying two revolvers. Without saying a
word, he systematically shot five employees,
including the owner, the owner’s wife, a
salesman, an executive and a secretary.
Then, as horrified police watched, he fired
a bullet into his own skull. Neighbors recall
the assailant as “‘extremely quiet, respons-
ible, conscientious and pleasant.”

® On April 25, a California public housing
receptionist who had received a bad evalu-
ation and knew he was going to be fired,
shot and killed a supervisor and a co-
worker after receiving his paycheck.

As the above examples suggest, workplace vio-
lence is not discriminating. No organization or
individual is immune to its ravages and no organi-
zation can afford to ignore taking the steps that
are necessary to prevent it from occurring.

Combating Workplace Violence: Safe
Employment Practices

The single most effective way to prevent work-
place violence is simply not to hire potentially
dangerous or violence-prone individuals in the
first place. The employment process should
include such measures as confirming all work,
criminal, military, credit history and driving

records; verifying all neighborhood reterences:
making potential employees account for any
30-day gap in employment history; requiring
pre-employment and universal random drug
testing and investigating any unusual or
contradictory information that surfaces during
background checks. such as omitted facts or
unavailable references. Psychological tests,
properly administered, reveal behavioral ten-
dencies which indicate a propensity toward
violence. By taking such a complete approach
to the employment process, companies are
better positioned to identify job candidates
with a history of problems.

Profile of a Perpetrator

Experts who have analyzed accounts of work-
place violence have identified a number of
characteristics shared by many violent employ-
ees. A knowledge of this profile can be ex-
tremely helpful not only to those personnel in
charge of hiring but to everyone within the
organization. Although there are many excep-
tions to this classification, according to this
profile, the perpetrator is most often male and
between 25-40 years of age. He is usually so-
cially withdrawn, lacking in interpersonal skills,
with a history of family problems and marital
strife. He is often dissatisfied at work, even
though his job, which represents his only real
link to society, is the center of his identity. He
is unable to tolerate criticism, has trouble
accepting authority and experiences difficulty
coping with frustration. He often blames others
for his problems and complains more than
usual about work conditions, pay, company
policy or co-workers. He does not have a his-
tory of violence but tends to fixate on firearms
and violence, often displaying an obsession
with guns that extends beyond ownership. He
often brags openly about what he intends to do
to the co-worker or supervisor who is the
source of his frustrations. Finally, he almost
always acts alone and there is a one in four



chance that he will kill himself after taking as
many innocent people with him as he can.
While this list of characteristics is beneficial,
it does not provide all the information needed.
Someone with many of these characteristics
may be a productive employee and never act
violently. What distinguishes the perpetrator of
workplace violence is usually an event or a
series of events which pushes him over the
edge, such as a death in the family, a divorce,
a health or financial setback, or being fired.

Looking for Warning Signs

Perpetrators of workplace violence often give
clues to future acts. They may tell fellow
employees that a certain supervisor is about to
get what he or she deserves. They may bring
weapons onto company property to show other
employees. They may begin to withdraw from
relationships with co-workers. These warning
signs, if identified, may help prevent tragic
incidents of workplace violence. Companies
must establish a program to teach all personnel
what signs of disaffection to look for, how to
react to inappropriate behavior and how and to
whom to report such behavior. Workplace con-
flicts can be reduced by developing employees’
skills in negotiating, communicating effectively,
building teams, and resolving disputes.

Zero Tolerance

Management must further confront the poten-
tial for workplace violence head-on with a
zero tolerance policy which states that threats,
intimidation, harassment, or acts of violence,
particularly employee against employee assaults,
will not be tolerated. Management must indi-
cate that discipline will be swift and severe for
employees who threaten their co-workers. All
employees should be required to read and sign
a document acknowledging that they under-
stand and accept the policy. The policy addi-
tionally should explain how all threats of
violence should be reported and investigated.

Companies should also establish a zero toler-
ance policy regarding drug use to accompany
their universal random drug testing program.
In many cases of workplace violence, troubled
employees begin abusing drugs and alcohol
long before they commit violent acts, and em-
ployees under the influence of drugs or alcohol
at work are more likely to become violent.

Threat Assessment

Management should rely on a threat assess-
ment team to evaluate all potentially violent
incidents and scenarios in the workplace. The
team should investigate all threats and confron-
tations; should train all supervisors in non-
violent conflict resolution and should develop
a protocol for dealing with threats, including
criteria for involving law enforcement officials.
The team should consist of top level executives
from the human resources, legal and security
departments. The team should begin by con-
ducting a work site analysis that includes a
review of physical security measures, a walk-
through inspection of the entirety of a com-
pany’s physical plant, a review of all safety
records, and a detailed employee survey. The
team should work swiftly to avoid prolonged
grievance settlements which increase the
chance for violence.

When reviewing company security measures
regarding issues of physical access and em-
ployee conduct, the threat assessment team
should consider taking the following preventive
security measures:

® Prohibiting all firearms from company
premises because 90 percent of workplace
homicides are committed with a gun.

* Monitoring and limiting all points of physical
access. keeping the number of entry points
to a minimum. Using electronic access
cards and sign-in procedures to limit and
track access.
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* Using magnetometers at all points of entry
and exit to detect concealed firearms and
other weapons.

¢ Utilizing closed-circuit television cameras to
monitor common areas—stairwells, lobbies,
reception areas, break rooms, storage areas,
and warehouses—where many outbreaks of
workplace violence occur.

® Securing all storage rooms, utility closets
and conference rooms when not in use. At-
tackers can use these potential hiding places
to wait for an opportune time to strike.

¢ Creating a clearly stated policy that all
employee lockers and containers are subject
to search.

e Keeping track of all visitors, including ex-
employees and accompanying them during
their visit.

e Establishing a hot line for anonymous
reporting of troubled employees.

Safe Termination

Unless the termination of employees is handled
properly, it can be the beginning of more
serious problems. It is of critical importance
that the human resources department work in
close cooperation with security in carrying out
terminations. Regardless of whether the
termination occurs from downsizing or for
cause, when conducting a termination:

e Have in hand a copy of the papers docu-
mentating the employee’s termination and be
able to verify that no recourse other than
termination is possible.

¢ Be sure to stay with the terminated employee
as he or she collects personal belongings
and escort him or her to the outside
perimeter of the facility.
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e Schedule terminations for late in the day
and administer them with management at
least two levels above the terminated
employee to help eliminate any personal
aspect 1o the transaction.

® Recognize that job loss can be traumatic.
Use tact and empathy during the termination
session.

¢ Ensure that the terminated employee is
barred from future unsupervised access to
the workplace. Notify security and
reception personnel of the no admittance
order and reclaim all identification materials
and facility entry devices issued to the
terminated employee.

Clearly, no organization is immune to the
destructive effects of workplace violence. Once it
strikes, its impact resonates through liability suits,
lowered morale, lost productivity, lost profits, lost
shareholder value, and most tragically, employee
lives. For those corporations which have
implemented some form of prevention strategy the
threat of workplace violence has been mitigated,
though far from overcome. For those organizations
which still have not implemented a workplace
violence prevention program, the call for action is
long past due.

In conjunction with other senior members of
management, security professionals must develop
proactive, preventive security measures 1o
safeguard the lives of employees and to ensure the
corporation’s productivity and profitability. The
costs involved in developing such a system are
minimal compared to the consequences of inaction.

L

—y

The Lipman/AR Editors

All rights reserved. Reproduction in any form is prohibited
without written permission. Information contained herein
has been derived from confidential sources and is furnished
for your private information only. One year subscription
price, $60; single issue price, $5.



