


Proprietary Information

Inadequate Protection Can Be Costly

Regardless of their size or the nature of their
business, companies across the country are
learning that the same trade secrets that prove
so valuable when they are properly protected
can prove very costly when they are not. Pro-
tection of proprietary information is a long-
standing concern of business, but recent cases
underscore its importance.

One case involved a longtime, trusted employ-
ee of a large manufacturing company. The
employee, a plant manager, led surreptitious
after-hours tours of the facility, and sold
microfilm records containing thousands of
engineering drawings, manufacturing records
and test resuits to a foreign competitor of his
employer. Although the manufacturing com-
pany’s aggressive pursuit of the case netted a
prison term for the manager and a $300,000
fine for the competitor, it could not replace
the millions of dollars worth of proprietary
information that had been stolen.

Another case, still in litigation, centers around
the move of the chief of menu development
for a major fast-food chain to a competing
chain. The former employer is charging in
court that the menu chief brought trade se-
crets and confidential documents to his new
employer.

These cases illustrate the diverse nature of pro-
prietary information and the problems inher-
ent in protecting it. Up to a point, protection
of tangible secrets, such as those contained on
microfilm records, is a physical security prob-
lem. Locks, alarms or uniformed guards, when
properly utilized, can assure reasonable pro-
tection. The situation becomes considerably
more complicated when “intangible” secrets,
such as the information in an employee’s mind,
are involved.

Assuring that trade secrets of any nature are
not revealed either deliberately or inadver-

tently requires a total security program, one
which security experts recommend imple-
menting while prospective employees are still
applicants. Stringent pre-employment screen-
ing procedures not only help to weed out
undesirable applicants, but also effectively
demonstrate the company’s concern for
security.

Before new employees are officially hired,
many companies require them to sign a legal
document assigning rights to any inventions
or processes they may develop to the com-
pany. Such a document also limits employees
use of confidential job-related information.
When properly drawn up and enforced, non-
competitive agreements also can prove valuable
in protecting confidential information.
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Once employees have joined the company,
their training program should not reveal con-
fidential information unnecessarily. It should
stress the company’s rules about security and
the ways in which employee carelessness can
undo the most detailed security program.
Such seemingly trivial details as shredding all
discarded paperwork, destroying used type-
writer ribbons (if left intact, cassette ribbons
can be read), and locking all paperwork in
desks or secure filing cabinets can make the
difference.

Protection of confidential information may

also require modification of the corporate

public relations program. Everything from

“positive” stories in major publications to

details in a “Help Wanted’’ advertisement can
reveal more than is necessary or desireable.

The need to protect proprietary information will vary,
depending upon a particular company ’s circumstances.
The level of protection required will also vary, but
this level must be determined and established, Com-
panies should seek assistance from qualified consul-
tants in evaluating their needs. The necessary protec-
tive measures should be implemented and enforced
before the company faces a loss it cannot afford.
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Fear Of Crime

Study Finds National Preoccupation

Fear of crime has drastically changed the way
people in the United States live and has led
many citizens to try to protect themselves.
Those are among the conclusions of a recently
released study, in which more than 1,000
adults, representing a cross-section of the U.S.
population, were interviewed nationwide.
Their responses reflect a growing national
preoccupation with the problem of crime.

That preoccupation was reflected by the 40
percent of survey respondents who said they
are “highly fearful” of becoming victims of
murder, rape, robbery or assault and do not
feel safe in their everyday environments. More
than half of those interviewed said that they
deliberately dressed plainly to avoid attracting
the attention of criminals.

Although strong fear of crime was reported in
every area of the country, the highest level
occurred in big cities. Nationwide, 52 percent
of all big city residents reported a “‘high fear”
of encountering violent crime. In comparison,
41 percent of small city residents, 39 percent
of those living in suburbs and 31 percent of
those in rural areas expressed high levels of
fear. More women than men, and more blacks
than whites expressed a “‘high fear’ of violent
crime.

Their fears evidently have led many citizens
to take matters into their own hands by
acquiring guns, legally or illegally, for self-
protection. More than half of those inter-
viewed said that they had guns in their homes
for protection. Possessing a weapon apparently
diminishes citizens’ fears of crimes. Rural
areas, which reported the lowest level of fear,
had the highest level of gun ownership — 62
percent. In contrast, large cities, where report-
ed fear of crime was greatest, had the lowest
level of gun ownership — 42 percent.
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The desire to protect themselves evidently has
not diminished Americans’ confidence in offi-
cial law enforcement agencies. Almost 90 per-
cent of those surveyed expressed high levels
of confidence in the police. More than half
favored giving police more power to question
people. A majority of survey respondents said
that they would agree to higher taxes if that
would assure them of more police protection.

Confidence in the police does not extend to
the criminal justice system itself, which many
of those interviewed characterized as inade-
quate. A majority not only favored greatly
expanding police powers, but also wanted
harsher prison sentences, including use of the
death sentence for murder. Almost half of
those surveyed favored the sterilization of
“habitual criminals.”

Citizens’ attitudes about crime should be of particular
interest to businessmen, especially at a time when
budget cuts are reducing the level of police protection
in many areas. Companies are not only vulnerable to
crime itself, but to customers’ fears of crime, fears
that may prevent them from shopping at certain loca-
tions or even visiting certain cities. Businessmen must
continue to monitor the crime rate in their area to be
sure that the level of public protection is adequate.
Crime, and the public’s fear of it, are too costly to
ignore.
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