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Letterbombs

Special Delivery Terrorism
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mailing postal bombs to 21 major companies.
He was also charged with sending more than
250 threatening letters to other corporate
giants. None of his devices detonated. how-
ever. Thus, he was charged with mail fraud
and extorrtion.

The postal bomb is quite ditferent than other
bombs. The usual bomb is undiscriminating,
coercive, and designed to create fear. Terror-
ism by mail, on the other hand. can be quite
selective, thanks to the postal system. A letter
bomb is intended to kill and mangle, bypass-
ing the more benign aims. such as influencing
future events, which characterize more con-
ventional bombs.

In this country, letter bombs are a rare oc-
currence. The U.S. Postal Service recorded
only 12 mail bomb incidents during a 12-
month period ending in February of this
year. Five of the 12 failed to detonate for one
reason or another. One death and five injuries
resulted from the others. All areas of the
country were represented in these attacks,
with two incidents in the northeastern states,
two in the Deep South, two in midwestern
areas, one each in the Southwest, Rockies
and West Coast, and a surprising three in
Hawaii. All of the Hawaiian incidents oc-
curred in the same month, all were parcel
(as opposed to letter) bombs, and each parcel
contained a small electrical appliance. Thus,
these three may have been related, being
either the work of the same person, or else
copycat crimes.

Some postal bombs work with deadly effi-
ciency. In 1973, an Israeli attache in London
received a package smaller but somewhat
thicker than an ordinary business envelope.
When he opened it, it detonated. The greater
force of the explosion was directed away
from him, destroying his desk. However, the
shrapnel effect of flying wood splinters

lacerated him, proving fatal. He was the
victim of what has been estimated to be
but three or four ounces of explosive  prob-
ably plastic explosive.

This demonstrates a number of characteristics
of mail bombs. They are small, but even so,
usually larger than an ordinary letter, and
usually much heavier. Mail bombs contain a
payload, usually an explosive, less frequently
an incendiary: they contain a triggering
mechanism, often spring loaded contraptions,
like the common mousetrap: they sometimes
contain projectiles, such as nails or other
metal, which can provide another killing force
besides the concussion eftect of the detona-
tion. There is even a case of a bomb sealed
in a letter with a special adhesive which would
burst into flame on exposure to air, with this
heat intended to detonate the bomb.

Perhaps the most infernal of postal bombs
was neither explosive nor incendiary. It con-
tained a chemical compound which was re-
latively stable when maintained in an air-
tight container. On exposure to air, how-
ever, this compound would oxidize, releas-
ing a highly toxic gas. Fortunately, this bomb
was deactivated before releasing its deadly
contents.

Military plastic-type explosives are the fa-
vored types for mail bombs. They are casy to
work with, relatively stable, and can be
worked into shapes which would easily and
inconspicuously fit into an envelope or small
parcel. Although these explosives aren’t avail-
able to the general public, they are often
available through underground sources. Sup-
ply to these sources consists of stolen military
ordnance, and smuggled goods, some of which
enters the country in diplomatic pouches.

Dynamite is much more readily available,
and is the favored explosive of the more con-
ventional bomber. Although occasionally used



in mail bombs, it is bulky and hard to handle.
Black powder has similar limited use in postal
explosives.

The techniques of detecting a postal bomb
can be vitally important. There are a number
of tell-tale signs which serve to alert mail
room personnel on the job, and family mem-
bers at home, of the possibility that danger
may lie in the packages which the postman
brings.

Mail bombs may bear restricted endorse-
ments. Words such as “Personal” or *“Pri-
vate” could warn of possible danger, partic-
ularly if the addressee doesn’t normally re-
ceive personal mail at the office.

The appearance of a letter bomb may be un-
usual. The name or title may be inaccurate.
Addresses may be in error or incomplete.
The bomber may attempt to disguise his
handwriting. Homemade labels and dime
store labels are sometimes used in mail
bombs. Cut and paste labels have also been
used. Excessive postage may be used.

Unprofessionally wrapped packages may in-
dicate hazardous contents, and notations
such as “Fragile—Handle with Care” or ““Rush
—Do Not Delay’ may also serve as warnings.

Letter bombs may lack uniformity in shape,
appearance or feel. There may be soft spots,
or rigidity, irregularity of shape, bulges or
combinations of several of these character-
istics.

Postal bombs may have protruding wires or
aluminum foil, oily stains or peculiar odors.
Buzzing, ticking or sloshing sounds may be
detectable in handling a letter bomb.

The most critical time in handling a mail
bomb is when the parcel is opened. In an
earlier paragraph of this report, we men-
tioned that spring-loaded mechanisms are

often used to trigger bombs, Pressure or
resistance which may be encountered when
removing contents from a parcel could be the
initial stage or the release of spring tension.
If this is encountered, stop immediately.

If you are suspicious of a mailing, and are
unable to verify its contents with either ad-
dressee or the sender, DO NOT OPEN THE
ARTICLE. Follow company procedures for
handling a bomb emergency. Such procedures
should require you to isolate the mailing, and
evacuate personnel from the immediate area.
Do not immerse the package in water. Do not
place the parcel in a restricted or confined
place, such as a filing cabinet or desk drawer.
Opening windows in the immediate area may
assist in venting explosive gases and the con-
cussive force of explosion.

If you have any reason to believe that a letter
or parcel is suspicious, do not take a chance
or worry about possible embarrassment
should the item prove innocent. Contact
your local police department and the Postal
Inspector for professional assistance.

The first step in an effective mail bomb protection
program Is the realization that the threat of receiving
such a device does exist. The second step of a protec-
tion plan should include a familiarization program
for mail room personnel, stressing recognition of a
bomb. A larger mail room operation would require
an X-ray unit, and sufficiently large operations should
consider a continuous scanner with conveyorized
feed, similar to that used at airport checkpoints. More
sophisticated vapor analysis units would be necessary
only for the largest of operations; however these
must be used in conjunction with X-ray gear, since
not all explosives can be detected by this type of
equipment,

We all run the risk of complacency. Perhaps no one
expressed it better than one intended victim who
saw an aide injured. Prime Minister Margaret Thatch-
er said, “Letter bombs anywhere are most distress-
ing, and we are all vulnerable to them.”’
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Unemployment Woes
The Job Sellers

A faltering economy can drive some people
to desperation. When that happens, they can
become targets of ““the job sellers.”” Early
this year the Federal Bureau of Investigation
reviewed an alleged bribery scheme in which
jobs were sold™” to applicants. As much as
$500 was paid to employees of one of the
nation’s largest industrial firms. Officials of
the firm notified the FBI of the possibility
of irregularities.

In 1979, six top officials of a New England
city were arrested and charged with bribery,
extortion, forgery, larceny and perjury.
These arrests followed a more-than-one-year-
long investigation conducted by the State At-
torney’s office on allegations that these offi-
cials were demanding kickbacks from those
wishing jobs or promotions. One of those
charged pleaded guilty and was sentenced
to one to three years.

A firm which marketed a consumer product
sold through a network of independent sales
representatives. One of these representatives
alleged that the sales manager, a company em-
ployee, arranged to have him fired because he
refused to knuckle under to the manager's
bribery demands.

According to the salesperson, he was assigned
a territory which was not doing well. In his
first year, he more than tripled the sales vol-
ume from the area. In the first few months,
the manager asked for a regular payment
from the salesman, later requesting a new
car from the rep, and still later, wanting
half the salesman’s business. Finally, the
salesman, allegedly was asked to invest in the
worthless stock of a company in which the
manager was a principal, for a price more
than one thousand times what was originally
paid for the stock. The salesman refused.

For the following year, the salesman’s second,
his quota was increased by 80%, and his right
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to sell a new product in the company’s line
was not granted. Promotional assistance and
other usual concessions to large accounts were
denied to those of the salesman. Nevertheless,
he continued to outperform the other sales-
men. After a slight dip in production, he was
summarily fired. He charged the company
with wrongful discharge.

A private arbitrator allowed a sizable six-
figure award, plus interest, to the complaining
salesman. The company appealed the award,
which was subsequently upheld by a state
court.

The large industrial firm mentioned in this article
reacted properly in immediately notifying the FBI
of the irregularities. Many firms pre-act, rather than
react, by including in the employment application

a disclaimer through which the applicant denies being
promised anything of an illegal nature.

Officials of the New England community were dealt
with in the courts. In businesses, Codes of Conduct
should be formulared, and signed by employees. This
would serve to advise an employee of his responsibili-
ties for wrongful action, and deny him any defense
on grounds of his not being made aware of them.

More appeals of the salesman affair are likely before
this case is finally resolved. Nevertheless it should
serve as a warning to business people of the harm
which could arise. A formal system for airing griev-
ances possibly would have prevented the alleged
demands of the sales manager and forestalled the
arbitration and court action.
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