


formance. But readying the systems poses addi-
tional security problems as institutions allow
unprecedented access to computers containing
vital information. A programmer working with
computer source code can easily insert a “trap
door” through which he or she can later return to
steal information, alter records, or transfer money.
Additional concerns about sabotage and espi-
onage stem from the fact that a significant num-
ber of system upgrades are being performed by
programmers in India, Pakistan, Ireland, and the
Philippines, countries which harbor active anti-
American groups. Indeed, the Philippines was an
operations base for associates of Osama bin
Ladin, thought to be the mastermind of last sum-
mer’s U.S. embassy bombings in East Africa.

Other high tech-systems are vulnerable as well.
Pre-programmed computer chips, difficult to
access and re-code, are embedded in a wide
variety of equipment vital to the operation of an
enterprise. Virtually everything electronic is con-
trolled by microchips. Security systems, closed
circuit TV monitors, time clocks, elevators, cli-
mate control apparatus, power supplies, tele-
phones, fax machines, postage meters, inventory
control systems, and machinery that is serviced
at regular intervals, among many others, could
be hobbled. A U.K.-based supplier of millenni-
um software says that as many as ten percent of
small- and medium-sized firms “will go into lig-
uidation as a result of system failure.”

Another danger inherent in the Y2K dilemma
lies in the fact that both sides of the communica-
tion process must function properly. If the busi-
ness supplier has a problem, the client has a
problem, and vice versa. U.S. officials are seri-
ously concerned that financially stressed
Southeast Asian and other developing nations,
governed by lower standards of disclosure than
U.S. firms and lagging behind in addressing the
problem, could impact U.S. businesses. One
U.S. law firm is advising its clients to insist that
their suppliers certify that they are Y2K compli-

ant and that they will be able to fill customers’
orders. The firm is cautioning its clients to veri-
fy that the certification is provided by bona fide
experts in Y2K technology. One large U.S.
automaker is so worried about compliance by its
supplier network that it has begun to stockpile
key parts and line up alternate sources.

Although we now enjoy a full-employment
economy, unemployment is a growing peril.
According to an internationally known author on
economic trends, the new markets and new jobs
created by the emerging knowledge sector “will
be far too few to absorb the vast numbers of
workers displaced by the new technologies.”

Business is affected in two ways. The first is that
higher unemployment means shrinking markets.
Near worker-less factories and virtual companies
yield populations unable to buy products and ser-
vices. The second is that the growing ranks of
unemployed create a more dangerous, unstable
society. An expert on economic trends cited
above warns that “reduced wages, steadily rising
unemployment, and the increasing polarization of
rich and poor [are] turning parts of America into
an outlaw culture.” As wealth and power are con-
centrated in the hands of a smaller and smaller
elite, the nation faces all the problems of a war
between haves and have-nots. Businesses and
communities must focus intently not only on find-
ing productive work for the unemployed, but also
on matching them with appropriate positions.

Meeting the challenge

As noted, previous issues of The Lipman Report
detail specific strategies for coping with some of
the problems described above. Security profes-
sionals should call attention as well to the fol-
lowing areas.

For the near term, business must adopt a sense
of urgency. Historic periods of change are com-
pressed. All but the most nimble and best

(continued on next page)



TheLipman Report.

Securing Vast Gains; Avoiding Vast Dangers

Business Concerns for the New Millennium

informed will become also-rans in the dizzying
race to exploit technology. Security must
become more proactive. Security professionals
must help management to anticipate change, to
discern problems, to seize opportunities.
Management in turn must offer to security pro-
fessionals the support and attention they need.
Together, they must begin now to prepare for
the rapidly approaching tomorrow.

Management also must check and re-check. It
must evaluate the effectiveness of corporate
protection on a regular basis, and update or
revise coverage in a timely manner. Older
equipment requires special attention. Is the
manufacturer still in business? Are knowledge-
able technicians still available? Can the items
be updated? If “no” is the answer, consider
replacement. Recognize, too, that suppliers and
vendors are integral components of each busi-
ness network and try to ensure that their opera-
tions function smoothly. Offer help where
appropriate and make backup plans just in case.

For the longer term, business must take its place
in the vanguard of those who know that a healthi-
er society yields healthier profits. It must support
initiatives that make a difference to communities.
Education, ethics, and volunteerism are three.

Education is the capital of a strong and prosper-
ous enterprise. Beginning with primary grades,
business must advocate for school reforms that
not only impart quality learning, but that empha-
size the connection between educational attain-
ment and personal success. Relevant education
is particularly important. Business must continue
to emphasize the diminishing availability of
blue-collar work and the need to prepare stu-
dents for high-tech jobs. At least 29 nations in
the world, says an education leader, “require
four years of technical reading and writing . . .
to graduate from high school.” These nations are
our competitors. Some U.S. states do not even
require one day of such training.

As respect for law declines and as individual
power grows, the need for minimum ethical
standards becomes ever more urgent. Business
must work to ensure that responsible citizenship
becomes an integral part of every curriculum.
Students must be taught the need for ethical
behavior, for stewardship of our institutions and
resources, for tolerance of diversity, and for the
kind of honesty that begets trust. Business, like-
wise, must model such principles in all its trans-
actions. Ethical behavior is not a burden; it is a
magnet for commerce and profits.

The development of a third sector, known also as
a volunteer or independent sector, is a time-tested
approach to looming social problems. Volunteers
often served as the glue that held American com-
munities together in trying times. They again can
help to shape and cushion the American experi-
ence as we confront the perils of the millennium.
As employment shrinks and governments reduce
spending for social programs, business must
encourage the establishment of a third sector to
alleviate social ills and to harness the talent and
energies of millions of displaced workers.

Corporate security is not simply the defense mount-
ed by an organization, not simply what it does to
keep out of harm’s way or how it reacts to adverse
circumstances, although these are stundard compo-
nents of a protection plan. Corporate security is a
combination of many factors that create an effective
and harmonious whole, and that in turn can yield a
stuble, secure, enduring, and profitable enterprise. It
is corporate leadership of the most effective sort. It
is an ability to read societal trends and translate
them into action to secure the future.
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