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resulting loss of the absorbed company’s
employees.

Some Results of the Problem

Low employee morale often results in very
serious problems that require the close atten-
tion of an alert and sensitive security
department:

® Several years ago, during another period of
the market’s downturn, a large brokerage
house announced that it had experienced a
bad year financially and that there would be
no year-end bonus. Subsequently, two com-
puters were overturned and severely damaged.

® During this same period, one firm was
rumored to be ready to declare bankruptcy.
Having heard the rampant rumors, several of
the cashiering employees concocted a
scheme to send securities, free, to a mail
drop they had purchased. This effectively
allowed them to bypass the controls set up to
prevent the stealing of securities, or so they
thought. After three or four of the employ-
ees, and several others outside the firm’s
employ, were arrested for their wrongdoings,
they tried to excuse themselves by saying
that they were only taking home their holi-
day bonus before the firm went bankrupt.

® A firm with a reputation for computer ex-
pertise was set to be taken over. The rumor
at the acquired company was that the take-
over firm was going to keep its own com-
puter room staff and let the others go. As
the terminated computer room employees left
the area on their final day of employment,
they shut down the air-conditioners. The
temperature in the area was beginning to
climb when an alert security officer notified
the building services manager of the prob-
lem, helping to prevent irreparable damage
to the sensitive equipment.

¢ In another instance, an entire department
had been eliminated from a firm, but the
employees were fortunate enough to gain
employment at another brokerage firm in the
same area of the city. In an attempt to make
the termination and the move as painless as
possible, the former employer furnished
large moving boxes for their personal prop-
erty. When the security staff checked
through these boxes before allowing them on
the freight elevator, they discovered an abun-
dance of the firm’s property—calculators,
punches, electric pencil sharpeners, and even
a couple of rolled up graphic prints from the
walls!

There is no question that, in addition to office
supplies, proprietary information also leaves
when employees are terminated. The attitude
is one of “What will I need at my next posi-
tion?” Many of the people who have not yet
been terminated are presently storing up infor-
mation and literature that will assist them later
if they are forced out of the firm.

People who are normally among the most
honest people in the world often assume a
very selfish and defensive attitude when
threatened with the loss of their jobs and in-
comes, and there is very little firm loyalty
anymore.

A Call for Security

In times when firms cannot afford to trust
even those people who, prior to the hard
times, have been the most honest employees,
security must be increased to prevent costly
thefts and leaks of proprietary information.
The widespread use of computers makes such
thefts and leaks even easier in many cases.

Management, and particularly security person-
nel, must be alert to employee grumblings. A
bitter or disgruntled employee, given just a



short period of time before leaving the com-
pany, can do severe and possibly permanent
damage to the files. The cost of correcting or
replacing these files is high. In other situa-
tions, an employee could transfer a large
amount of money to an unauthorized foreign
bank account. Use of a fictitious identity to
transfer the funds even to a local bank would
also prevent, or at least delay, the recovery of
the stolen funds.

Proper security measures, such as alert, well-
trained personnel and the frequent changing of
computer access codes, would help to safe-
guard firms from the enormous losses they
stand to suffer at the hands of disgruntled
former employees and employees who suspect
the elimination of their jobs. Unfortunately,
many firms delay implementation of appropri-
ate security measures until the damage has
been done. Too often, security is looked upon
by upper management as a necessary evil. It is
not, they argue, very cost effective, and it is
usually tolerated only because insurance and
bonding carriers insist.

Other firms see security as a temporary meas-
ure to be called in on an as-needed basis. Fol-
lowing the October market crash, for instance,
an irate customer (who, it was later revealed,
had a criminal background) entered a Florida
branch of a large retail brokerage firm and
shot his broker. After this incident, several
other retail firms and one of the Exchanges
received threatening phone calls from angry
customers, who, like the Florida man, had
been adversely affected by margin calls or
whose positions in certain holdings were at
stake. These callers threatened the same brand
of violence against their brokers as in the
Florida case.

Immediate security precautions were implement-
ed. Visitors to the buildings were carefully
screened, and many personnel were escorted to

their cars by security officers. Security was
upgraded on only a temporary basis, however,
and, once the immediacy of the threats had
subsided, these extra security personnel were
dismissed.

Some solutions to the problem

The reduction of trained security personnel at
this time is “penny-wise and pound-foolish.”
With all the incidents that can and will arise
during this period of retrenchment, the ser-
vices of reliable and trained security personnel
can go a long way toward preventing costly
and unnecessary trouble.

As problems arise from across-the-board cut-
backs, the idea that security is non-productive
and unnecessarily expensive is a myth, one
that is just beginning to be recognized as such.
Clearly, there is much more to security than
watching people enter or exit the premises
through any certain door in the building. The
importance of security personnel increases as
certainty about employees’ honesty and morale
decreases.

First, firms must establish policies on matters
of security ranging from substance abuse to
visitation by vendors to inspection of badges
and packages. These policies must be re-
spected by everyone employed by the firm,
from the chairman of the board to the mail-
room staff.

The company must also establish and enforce
a policy to keep proprietary information within
the walls of the facility. Security personnel are
needed to protect the firm from those who would
remove sensitive documents or company prop-
erty from the facility without authorization.

Next, a company can supplement its security
policies and personnel with various types of
(continued on next page)
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electronic systems, such as CCTV and elec-
tronic access systems. Such systems should not
be selected and installed in a hit-or-miss fash-
ion, however; a technical advisor from a repu-
table firm can survey and propose the best
systems for the facility. For example, if a facil-
ity does not have turnstiles and anti-passback
features built into its electronic security sys-
tem, there will be uncontrolled access by
means of “‘piggybacking.” Without these fea-
tures or security personnel to challenge those
attempting to gain unauthorized access to the
floor, there can be costly breaches of security.

Finally, the firm should consider supplemen-
tary assistance from a qualified outside securi-
ty service company. Some of these companies
can furnish trustworthy, trained, and competent
officers whose services can cut down on the
expenses of a proprietary staff, overtime
hours, split shift coverage, or weekend
coverage. Usually, the better firms can tailor
the coverage to meet specific needs, and, in
most cases, they can do so at a considerable
savings over the cost of increasing staff in a
proprietary security department.

The problem extends beyond Wall Street

The problems that are the products of a troubled
economy will not always be limited to the fi-
nancial community, however. Historically, Wall
Street has served as a barometer for the econ-
omy of the rest of the country, so forecasters
predict that other industries will soon begin to
experience financial hardship, some within a
year or two. Economists cannot reach consen-
sus on when it will happen, but some believe
that the United States could have a mild re-
cession.

With recession, of course, comes businesses’
attempts to limit expenditures in order to bet-
ter their bottom lines. As with the financial
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community, companies will first cut costs by
terminating personnel in “‘non-productive”
areas. Some will scale down their security
departments.

Companies should not be shortsighted; they
should not shrink their security departments,
but instead they should reinforce them. The
lesson learned almost daily on Wall Street is
that terminated employees are not loyal to
the company that fired them; they destroy
and pilfer equipment and supplies, and,
what can be even more damaging to the
firm, they steal proprietary information.

The recent aviation tragedy in California illustrates
that vigorous security measures, over the long term,
can save companies money and even lives. A dis-
charged airline employee made his way onto an
aircraft armed, uninspected because he was
thought still to be an airline employee. Distraught
about losing his job, he shot his former boss and
then invaded the cockpit and is suspected to have
shot the pilot and co-pilot, causing the plane to
crash and all 43 aboard to die. Airline employees
are now required to undergo the same inspection as
passengers, but the incident is proof that termi-
nated employees can pose a more serious threat to
a business than outsiders.

In light of economists’ forecasts, businesses should
take their cue from brokerage firms that, because
of inadequate security, have witnessed the loss of
lives, information, and property. The need for ef-
fective security will perhaps never be greater.
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