


an unbiased view of existing corporate poli-
cies. By working closely with executives,
these analysts can address specific concerns
such as the protection of confidential docu-
ments or technical data. By meeting with rank
and file employees, they can be sure their
suggestions will work in practice as well

as in theory.

Recommendations for locks, alarms, closed-
circuit televisions and other security hard-
ware should be based on a company’s individ-
ual needs. Once in place, all personnel should
be trained to use them correctly and report
abuses immediately. A procedure should be
established for identifying suspicious persons
who may have gained access to the facility.
Employees as well as security personnel
should be trained to recognize suspicious-
looking items left unattended in various
parts of the building. There should be a
management-level employee available at all
times to take reports of unusual incidents,
and all employees should know who that
person is. In the event of a threat, minutes
and even seconds can be crucial.

Even the most carefully tailored procedures
sometimes are not enough, however. As evi-
denced by repeated bombings, kidnappings
and other acts of violence, security pro-
cedures are not infallible and can be pene-
trated. For this reason it is vitally important
for every corporation to have a written
contingency plan outlining the steps to be
taken in the event of an emergency.

The corporate contingency plan should be an
adjunct to the basic security structure, formu-
lated with input from company employees at
many levels. The planning team should in-
clude representatives of the legal, accounting,
public relations, personnel and security de-
partments—in addition to risk managers and
outside security advisers. The plan should deal

with policies for kidnap and ransom situa-
tions, bomb threats, hostage-takings, extor-
tion attempts, harassment and sabotage. It
also should include responses to power fail-
ures, fires or other natural disasters.

The planning committee should adopt a
formal position on chain-of-command respon-
sibilities during a security emergency and
should set guidelines for working with law en-
forcement agencies. Specific instructions for
dealing with media representatives also are
very important. In the event of a hostage-
taking or similarly volatile situation, mis-
handling news coverage can jeopardize deli-
cate negotiations and result in needless risk
to facilities and personnel.

While some elements of the corporate contin-
gency plan should be distributed only on a
“need-to-know” basis to responsible managers
or department heads, some portions should be
disseminated to all employees. In the case of a
bomb threat, the critical call could come in to
anyone with an outside telephone line. Switch-
board operators, receptionists and secretaries
should be particularly well-versed in the steps
to take if a threatening call is received.

Clearly defined security procedures eliminate
the confusion and panic which can result in
an emergency situation. A notepad printed
with information about handling a bomb
threat can assist the person taking the call in
getting pertinent information about the lo-
cation and detonation time of the device
and in attempting to identify the caller or
the location from which the call is being
placed. A similar form can help personnel
deal effectively with a caller who has taken a
hostage or kidnapped an executive. A cool,
professional approach may result in infor-
mation of great value to security and law en-
forcement personnel.
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Once the threatening call is complete, the em-
ployee should know exactly who to contact
within the company and how to alert the po-
lice, the fire department, the bomb disposal
unit or the FBI. The decision to evacuate
should be made according to predetermined
contingency plans; a single executive should
be responsible for announcing the decision,
and all employees should know who that per-
son is. Security experts recommend an evacu-
ation alarm that is different in tone from the
fire alarm so that special procedures can be
invoked without confusion. Evacuation pro-
cedures for employees should be practiced
and exits located before the incident occurs.
Periodic drills will help ensure prompt re-
sponse.

The success of any security plan depends
upon its acceptance by employees and its
enforcement by management personnel. The
most effective plans start at the top. Participa-
tion by the chief executive officer strengthens
the program from the outset by underscoring
the importance of security measures and dem-
onstrating that they are to be implemented
at every level of the company. A broad, “‘top-
down” approach in which the CEO supplies
the creative input and directs the adminis-
fration of the program through his chain of
command often is the most effective way to
instill security consciousness throughout
the company.

Employee awareness of security procedures
must be accompanied by an understanding of
how such procedures work and why they are
beneficial to the company. Relatively simple
procedures such as those previously outlined
can ensure that strangers don’t wander
through company offices, thereby protecting
personal property from theft. The same
practices, carefully enforced, can prevent
large-scale thefts as well as acts of terrorism,
sabotage or violence.
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If a company’s security program is carried out
in a highly professional manner, employees
can be made to feel that they are both bene-
ficiaries of security procedures and partici-
pants in the company’s protection. Having a
guard escort employees to parking lots or
remote areas of plant sites instills a welcome
feeling of personal security; the same action
gives notice to outsiders that company prop-
erty is patrolled and employees are not easy
marks for muggers or thieves. Uniform en-
forcement of security measures and prompt
investigation of security breaches enhance the
overall effectiveness of the program. Em-
ployees who understand that security is strict
will be less likely to commit acts of insubordi-
nation.

The precarious state of today’s economy is reflected
in widespread concern over inflation, unemployment
and cutbacks in federal, state and local services. How-
ever, the pressures created by the uncertainty of the
economy may lead to even larger problems. One of
the most frightening by-products is the likelihood of
a significant increase in crime. Businesses, many of
which are resorting to lay-offs and wage freezes,
will be particularly vulnerable to ‘‘entrepreneurial
criminals” who seek to exploit a company’s success
or profit from its misfortune. Guarding against po-
tentially devastating losses means devising a pre-
active security plan that will ensure the continuity
of operations as well as the protection of company
employees and assets.
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