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Political Intelligence

Businessmen Abroad Need Sensitive Data

In the wake of the turmoil in Iran, President
Carter realized too late that his foreign poli-
tical intelligence network is generally and
dangerously inadequate. Businessmen with
Iranian interests and assets in limbo are echo-
ing his sentiments.

Carter’s ire is reportedly directed at the Cen-
tral Intelligence Agency. (One source said the
CIA’s preoccupation with electronic and satel-
lite information—gathering devices may have
taken precedence over field agents’ work, un-
dermining the whole intelligence network.)
Others claim U.S. embassies are doing a poor
job of gathering information.

In Iran, the United States conspicuously avoid-
ed contact with opposition figures to reinforce
its show of support for the Shah. Once the
conflict became heated last fall, resuming con-
tact for intelligence purposes could have been
politically misconstrued. The resultant lack
of information made the U.S. ripe for propa-
ganda. The U.S. wanted to believe the Shah’s
opposition wasn’t that strong. Other oil-
greedy countries wanted us to believe it too.

Because of such faulty intelligence, and on
the advice of his foreign policy advisers, Presi-
dent Carter rescinded his order to send a
U.S. carrier task force from the Philippines to
the Persian Gulf. One analyst described the
event as an example of “‘big stick diplomacy
with no stick.”

The President wasn’t the only one frustrated.
Businessmen who depended on government
sources for information were bitterly disap-
pointed. Some, stuck with contracts signed
with agents of the Shah, are still waiting to
know what will happen to multi-million dol-
lar investments.

Now Americans with interests in Turkey,
Pakistan, Saudi Arabia and other potential

trouble spots are realizing that to a certain
extent, they are on their own. Information-
gathering has become a free-for-all, winner-
take-all proposition.

Finding it hard to swallow the loss in U.S.
prestige, or accept the statement by news
analysts that the U.S. is not recognized as
the strategically dominant power in the
Middle East anymore, U. S. businessmen are
casting about for adequate sources of infor-
mation to aid them in making the practical
day-to-day decisions that affect their busi-
ness in foreign countries.

Experts, like one American executive who be-
gan scaling down his Iranian investment com-
pany two years ago when he suspected future
trouble, advise businessmen to develop their
own sources of information. Others say busi-

nessmen should get to know people in other,

more knowledgeable embassies.

Most businessmen are beginning to agree that
U.S. Government intelligence gathering ser-
vices have been dangerously deficient. They
are beginning to see intelligence gathering as
a necessity, having the potential to protect or
increase their profits on investments in other
countries. The U.S. needs intelligence to bal-
ance the trade deficit. The U.S. needs intelli-
gence for defense. In effect, we need better
intelligence to politically and economically
survive.

Businessmen should heed this lesson and immediately
take steps to set up their own intelligence channels.
Corporate executives will be surprised at the wealth
of information they have access to through their in-
house contacts. A clearinghouse can be maintained
through the company s risk management department,
treasurer’s office, international operations division, or
other appropriate department. Pre-action instead of
reaction will win the chess game for bigger profits.
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Computer Impact
Security Must Keep Pace With Technology

(Continued from preceding page)
they would have retained complete access to
the computer system and all the information
contained in it.

As further proof of the potential for loss, the
experts initiated a more devastating modifica-
tion, sometimes referred to as the Trojan-
horse technique. This consists of providing
the computer with apparently appropriate
information that actually contains hidden
instructions for unauthorized behavior, in-
structions which authorized users will un-
knowingly carry out at some future time
through routine communications with the
computer. The hidden instructions might be
carried out as a result of something as simple
as a typographical error, if the program were
modified in this way. Regardless of the modi-
fication, the end result of a Trojan-horse pene-
tration is a serious, often undetectable com-
promise of the computer system.

Such simple penetration of a supposedly secure
computer system prompted development of
tighter controls that could not be compromis-
ed so easily. Despite the availability of more
effective controls, however, many companies
are still potential or actual victims of com-
puter crime because management not only
fails to recognize the need for technological
security, but also falls short in the area of per-
sonnel security.

Ironically, many companies which have spent
thousands of dollars on installation and main-
tenance of computer systems may regard ex-
tensive background checks of potential em-
ployees as expensive and time-consuming.
This attitude, coupled with a lack of post-
employment accountability can be very costly
in the long run, as one firm discovered.

The company, a large manufacturer, hired a
bright, young computer expert as its director

of computer operations. For three years, he
successfully manipulated the computer to
issue himself about $100,000 a year worth of
checks made out to dummy suppliers. Even-
tually, inconsistencies in the company’s ac-
counts prompted a detailed internal investi-
gation which revealed the computer crime.
It was subsequently discovered that the young
expert had left his previous job under a cloud
- management of that company had strong
evidence indicating that he had committed
the same type of fraud there. The first com-
pany had not prosecuted, fearing unfavorable
publicity, but had simply permitted the com-
puter expert to resign.

In addition to the need for careful pre-employ-
ment screening, this incident also illustrates
the tendency of some companies to ignore or
conceal computer crimes which are uncovered.
Some experts believe that many companies
have experienced computer fraud on a large
scale, but avoid any publicity, fearing share-
holder and public reaction.

Although it is probably impossible to deter-
mine how many computer crimes stem from
management’s failure to control the security
of technology and/or personnel, the potential
obviously exists for severe losses. Companies
have many preventive options, which range
from improving the security of their system
to backgrounding and periodically polygraph-
ing computer employees. Input from manu-
facturers and consultants can be valuable,
but management must take the first step.

Computers are versatile machines, but they depend
upon human control, which management must exer-
cise. The company must be aware of the potential
for losses and, if necessary, obtain outside help to
prevent them. Computer technology has been a boon
to business, but without strong security, it can be-
come a major liability.






