


river. They simply pulled the barge up, loaded
the equipment and left.

The ease with which construction equipment
and materials can be stolen, coupled with
little risk of prosecution, makes the crime in-
creasingly prevalent. The recovery rate for
stolen equipment is only about 10 percent.

Successful thieves can expect to receive a large
profit for their efforts. A large bulldozer may
sell for as much as $30,000 to $50,000 and a
scraper for $60,000 to $100,000. Machinery
shipped abroad, particularly to South America
or the Middle East, may sell for two to three
times its value. In such foreign cases, the
thieves avoid paying customs duties on the
equipment either by posing as contractors
going abroad to work or by dismantling equip-
ment and selling parts for double their original
market value.

Equipment and machinery used on farms are
also vulnerable to theft. One case last year in-
volved the theft of a truck containing 55-gallon
drums of chemicals valued at $70 a gallon.
The total loss exceeded $100,000.

Recovery of equipment stolen from farms and
construction sites is complicated by the lack
of a standardized system of serial numbers.
This makes it difficult, if not impossible, for
police to positively identify stolen machinery.
As a result, manufacturers of such equipment
are working to develop a uniform numbering
system. Industry representatives also are work-
ing with the FBI to create a cross-reference
system to identify stolen goods through a
nationwide computer clearinghouse. Under
the system, a serial number entered into the
computer to identify a particular piece of
equipment would serve as its permanent iden-
tification, even if it was not the main identi-
fication number.

While such measures may eventually curtail
equipment thefts from farms and construction
sites, theft continues to plague other industries.

Oil companies have been particularly hard hit
during the last several months. One drilling
contractor estimates that oil companies in the
Gulf Coast area have lost at least $5 million
due to equipment and fuel thefts.

These thefts have ranged from the dismantling
and removal of a complete above-ground valve
system for an oil well to hijacking of gasoline
trucks. Hijackings, which have reached almost
epidemic proportions, chiefly involve trucks
owned by independent haulers which do not
carry company logos. Thieves force drivers
out of the trucks, steal the trucks and sell the
fuel to service stations at cut-rate prices.

A more complex fuel theft last year involved
the tapping of an oil company pipeline and
removing about 50,000 gallons of gasoline.
The thieves used an abandoned fruit stand for
cover as they tunneled 10 feet down and 50
feet horizontally to reach the line. They have
not been apprehended.

Not all costly industrial thefts are as sophis-
ticated. A major automobile manufacturer
lost an estimated $1 million annually from the
theft of parts by its employees. The workers
simply placed carburetors, spark plugs and
other parts in the trash and carried out the
valuable containers for later recovery.

Whether a company is large or small, regardless of
what it manufactures, it is vulnerable to internal and
external theft. Refusing to acknowledge the possibility
of such thefts will not prevent them. Such an attitude
will, instead, increase the company s losses and rein-
force the thieves’ confidence. Companies must face
their vulnerability to losses and should seek to tighten
security procedures in every way possible. The fol-
lowing article deals with one major cause of losses —
dishonest employees.



TheLipman Report.

Employee Dishonesty
Every Company is Vulnerable

An estimated $50 billion in money, materials
and merchandise illegally leaves American
corporations every year — through the em-
ployee exit. Employee theft has become one
of the most serious threats confronting busi-
ness. All too often, it could have been pre-
vented entirely or at least detected earlier at
far less expense.

One of the most basic and most often neglect-
ed preventive measures is pre-employment
screening. Security experts advise that any-
one about to hire an individual should be
prepared to spend about two percent of that
person’s annual salary on checking his back-
ground. Although actual pre-employment
standards will vary, screening should include,
as a minimum, a complete background check
covering the past 10 years (or other reason-
able period, depending upon the person’s age
and position) which accounts for gaps in mil-
itary, work and school records and including
all available records and references. Polygraph
testing also may be used unless prohibited.

Many companies object to extensive screening
because they consider it too expensive. Such
screening, although costly on the front end,
is far less expensive than the hundreds of
thousands of dollars in thefts it may ulti-
mately prevent. Businesses are also often
reluctant to subject prospective employees
to an extensive investigation for fear of em-
barassing or alienating them. Ironically, this
reluctance often excludes candidates for some
of the company’s most sensitive managerial
positions from careful screening.

It is unlikely that potential employees will
be offended by careful pre-employment in-
vestigations if each applicant understands
that such checks are routine for everyone.
In fact, someone who is hired after under-
going such careful scrutiny is likely to appre-
ciate the company’s concern for security.
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Maintaining a secure environment after an
employee has been hired requires instituting
and enforcing specific controls. While these
will vary at every company, one essential
control is an employee identification pro-
gram. Employees should be issued distinctive
identification badges and be required to dis-
play them in accordance with the company’s
security needs. A good identification system
will protect both the company and its legit-
imate employees from unauthorized people.

Other controls which may be needed include
effective key control (employees should be
issued keys only on a “need to have’ basis,
not because of rank), careful monitoring of
shipping and receiving procedures and restric-
tions on parking. Employees and visitors
should be required to park in separate,
designated areas which are patrolled regularly.
Whatever controls are instituted should be
enforced uniformly for employees at all levels
of the company.

Because business is so vulnerable to dishonest em-
ployees, procedures to maintain employee honesty
are vital to a company’s continued success. Com-
panies should seek expert, outside help in meeting
their security needs. Obtaining outside consultation
to design a pre-employment screening program and
develop effective internal controls is as important
as obtaining qualified consultation in financial or
legal matters. Ultimately a company must protect
itself but it should be competently advised on how
to do so.
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