


The prudent course of action demands imple-
mentation of a series of personnel screening
procedures, operational controls, and dis-
missal procedures which will minimize the
risk from individuals who have both access to
vital computer data and the technological
expertise to manipulate it.

Security arrangements at many computer
centers have been inadequate perhaps because
the corporate security manager does not have
jurisdiction over any computer-related opera-
tion, except for the physical security of the
computer facility itself. The specialized exper-
tise required of a computer security manager
has fragmented the traditional structure of
the corporate security program. Very often
security at a computer facility is relegated to
the manager of that facility as an ancillary
duty and, as a result, may not receive the high
priority it requires. It is essential that the
security functions in a computer facility be
assigned to a security officer who is at least as
knowledgeable in the systems, programs and
functions of the data processing facility as the
operations staff. If, due to budget or size
restraints, no such officer is available as a per-
manent member of the staff, then the organi-
zation should retain an outside consultant to
make a periodic, independent review of the
security arrangements and to report to upper
management on their effectiveness.

Some organizations, eager to hire competent
computer programmers and systems engineers,
realize that these personnel are in high de-
mand throughout the industry and may,
therefore, be less than anxious to institute a
thorough and proper background examina-
tion. Given the seriousness of the crisis and
enormous potential for loss, management
must not be tempted to relax screening
procedures. Educational credentials and work
history must be thoroughly verified. Manage-
ment must be sure that each computer

employee who is to be given access to critical
files is subjected to a conscientious back-
ground examination, including psychological
examinations, such as the Minnesota Multi-
phasic Psychological Inventory. If the candi-
date is not willing to answer questions con-
cerning questionable areas of his or her appli-
cation, the individual should not be considered
for a sensitive position. In states where a pre-
employment polygraph examination is per-
mitted, this investigative tool should be
utilized to determine the accuracy of stated
credentials, as well as to discover involvement
in any computer-related criminal acts.

In addition, both physical and electronic
barriers must be present in the computer
center to limit access to both the computers
and operating programs. Data authorization
limitations must be carefully monitored and
documented. Violations of such authoriza-
tions must be carefully investigated, and dis-
ciplinary measures should exist. Employees
must be closely supervised, and managers
should be alert for signs of stress and aber-
rant behavior which might indicate dissatis-
faction. Vacations must be enforced as a
means of auditing systems operations in the
absence of the employees.

All computer technicians should be trained to
recognize conditions which may indicate
security violations. In the same way that the
quality circle concept works to improve the
quality of a product by encouraging a sense of
teamwork, so too the use of quality circles
within the data processing environment will
result in all data processing personnel taking
an active role to secure their computer opera-
tions. Quality circles must be implemented in
order to avoid the adversarial atmosphere that
could develop between operators, managers
and security personnel, and to bring to bear
upon security issues the positive commitment
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of a company’s computer technicians and
operators. Furthermore, job rotation within
skill areas should be instituted not only as a
positive aspect of this team building effort,
but also to deprive a potential saboteur of the
independence needed for his or her crime.
Employees should realize that job security de-
pends upon the secure operation of the
facility.

When evidence mounts that a data processing
employee must be terminated, computer
security officers should be prepared to grant
severance pay when necessary and terminate
the employee immediately. All authorizations
to penetrate physical or electronic barriers
should be revoked immediately.

In September of last year, President Reagan
apparently decided that the scandal of com-
puter crime and its cover-up would not go
away if left to the private sector, and the
scandal was too threatening to national
security to permit continued inaction. Ac-
cordingly, the President took controversial
action in the signing of National Security
Directive 145. This directive established The
National Telecommunications and Informa-
tion Systems Security Committee (Ntissc).
Ntissc’s stated purpose is to ensure the
security of telecommunications and computer
systems that process classified and sensitive
government information and to provide
security assistance to the private sector. Some
members of congress believe the President
usurped their authority by establishing such a
powerful regulatory body. The chairman of
this committee defended the President’s
directive with the charge that the nation’s
computer systems are extremely vulnerable to
security breaches and that business and
industry are being “bled to death” by losses
of technical information.
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That the crisis in computer security stimu-
lated a presidential directive to begin its reso-
lution is one index of its severity and intracta-
bility. Ntissc may ultimately take the authori-
ty to control information located in civilian
agencies and even the private sector. Data
such as banking transactions, medical records,
and social security information may be
classified as sensitive information subject to
scrutiny by the National Security Agency.

The controversy over programs as dangerous as
the software ‘‘virus” has prompted some computer
security experts to demand a news blackout about
the technigque. The programs are not that complex
they contend, so that any fairly capable programmer
could design one with a half day’s work. But a news
blackout is only a continuation of the cover-up
scandal. In modern technological society there
literally are no such things as secrets. There are only
those who know and those who will soon know.

When business and industry have developed a tradi-
tion of disaster planning based upon the realization
that, deprived of its data processing resources, a com-
pany can survive only a few days before irreversible
damage occurs, it makes no sense to have less than
the complete cooperation of computer operators,
data processing managers and security personnel
which the quality circle will provide within the com-
puter facility. Minimal security in a computer facility
is akin to permitting smoking in an explosives storage
bunker: it is an invitation to disaster.
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