


In addition to the increased Soviet threat, for-
mer Stasi officers operating as free agents out-
side the structure of any organization now emerge
as potential conduits for privately arranged es-
pionage and even terrorist operations. World
events have created favorable conditions for en-
trepreneurial spies: driven by their basic need
to earn a living, unemployed spies with indus-
trial espionage skills can benefit from open
borders, eased or changing regulations, over-
burdened state service agencies, shifting politi-
cal allegiances, and, ironically, the reduced
value of military intelligence occasioned by the
flood of security personnel and information now
gushing westward. A much-published writer on
intelligence and national security issues reveals
that “Some former Eastern Bloc intelligence
officers and diplomats have now begun to form
private consulting firms from which they can
parlay their experience or knowledge into hard
currency. . . .In Austria, several former Stasi
and Czech officers have established an export-
import firm dealing in, among other things,
stolen Western high-tech. . .secrets.”

Long expert at such staple tasks as tapping phones,
bugging rooms, conscripting informers, and steal-
ing documents, many spies have become profi-
cient in the newer field of electronic spying. The
myriad information transmittal devices through
which business communication takes place are
particularly vulnerable to electronic intrusion.

Wireless tapping of computers is a new and par-
ticularly worrisome threat. Anyone with the
appropriate equipment, readily available from
ordinary electronics suppliers, can tap into your
company’s computers and capture whatever is
of interest. At risk is such vital competitive in-
formation as formulas, blueprints, long range
plans, computer programs, bank transactions,
and confidential memos. Experts warn that elec-
tromagnetic spying is being directed increas-
ingly against industrial targets. “A company’s
design center or mergers and acquisitions

department is as tempting an espionage target
as the U.S. Embassy in Moscow,” said the
CEO of a U.S. firm which attempts to foil such
thefts. The seriousness with which Stasi viewed
this capability is evidenced by its budget: says
the intelligence and security writer quoted
above, “The Stasi’s yearly expenditure on
‘Sigint’ (signal intelligence, or electronic
spying) exceeded by millions of Deutsche
marks the total annual budget for the Federal
Office for the Protection of the Constitution,
West Germany’s domestic intelligence agency.”

The threat to U.S. industry comes not only
from former Eastern Bloc¢ spies, but from
America’s allies as well. Automatically under
less suspicion because of their government’s
friendly ties with the United States, operatives
from Britain, West Germany, the Netherlands,
and Belgium are known to have stolen U.S.
corporate secrets for use by private industry in
their own countries. France is a longtime of-
fender. Since the 1960s, major French espio-
nage programs have infiltrated American firms
and intercepted their electronic communica-
tions; more recently, they have recruited spies
in the European branches of well-known
Fortune 500 and other U.S. companies.

Keeping Secrets Secret

Controlling information leaks on both the per-
sonal and corporate levels requires an under-
standing of the threats they pose. Citizens must
recognize that a de facto national computer
base is already being created and that such a
tool can serve the public good by helping in
such necessary tasks as the apprehension of
criminals, the detection of various kinds of
fraud, and the screening of employees in sensi-
tive occupations. But because no one can say
with certainty that the promise of confidentiali-
ty made by data base creators will be honored
by all subsequent data base users, citizens must
press for federal laws to protect their autonomy,
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dignity, and liberty. “The right to be left
alone,” said Justice Louis Brandeis, *[is] the
most comprehensive of rights and the right
most valued by civilized men.” Citizens must
demand that government address the newly
emerging issues of privacy which accompany
advanced computer technology, and must insist
that lawmakers establish standards for informa-
tion exchange that address the sensitivity of the
information collected and the circumstances
under which it may be disclosed to others.

On the corporate level, information creates
power and profit. Conversely, loss of vital in-
formation can obliterate a company’s competi-
tive edge and undermine its very existence. Be-
cause security, after all, is primarily a people
problem, business must continue to safeguard
confidential information by educating employees
about its value and by deploying a full comple-
ment of security personnel to protect corporate
assets. But the threats of electronic intrusion and
of infiltration by experienced spies mean that
business must go beyond these basic precautions.

As it enters the spy versus spy era of the 1990s,
business must commit increased effort and
resources to protect its vital interests and to
gauge the effectiveness of its security programs.
One security consultant has devised a trick to
determine if foreign spies are harvesting his
client’s secrets. The consultant instructs his
client to transmit to its European office a fake
cable containing news of a price increase. If
the client’s competitors alter their price struc-
tures, the consultant knows that his client’s se-
curity is breached. Even a few instances of loss
of contracts or underbidding by competitors may
signal that long-range plans, negotiating strate-
gies, or manufacturing details have fallen into
hostile hands. Other methods of protection are
available. The CEO of a firm which sells pro-
tective devices and advice to defeat electronic
spying notes that a variety of foils, tapes,
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absorbers, and conductive composites can be
built into computers to block the interception of
electronic signals. In addition, computers
grouped closely together in the center of a
building can be protected by the building’s
telephone lines and structural steel which often
create enough interference to prevent a listener
from obtaining clear data.

Thorough background checks of candidates for
employment are more important than ever. With
literally thousands of unemployed spies at large,
foreign installations of American firms must be
particularly conscientious in their pre-employ-
ment investigations. They must screen carefully
applicants who claim job experience in Eastern
Bloc countries, who have unexplained gaps in
employment, whose references are unavailable,
or whose skills and credentials seem too good
to be true.

As financial concerns trouble populations worldwide,
information that can generate profit becomes more
desirable and valuable. Corporate America, in par-
ticular, must recognize its vulnerability to information
thieves. Managers must not allow tightened budgets
to reduce protection for vital data. Companies must
do more rather than less in these challenging times
to safeguard key resources. ‘American businesses
are not really up against some little competitor,”
warns a former National Security Agency official.
“They're up against the whole intelligence apparatus
of other countries.” Because loss of confidential in-
Sformation can jeopardize the security of individuals
and organizations as well as countries, safeguarding
this data is not only a necessity; it is a duty.
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