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growing number of consumers, what obstacles
stand in the way of an online banking explosion?

Weighing the consumer’s options

Both the facilities and the infrastructure are
available to support full-scale online banking,
said an economics professor at an Eastern uni-
versity. “The problem is that consumers are hesi-
tant.” Despite the increasing number of people
who have expressed an interest in electronic
banking, many others are not convinced that the
convenience outweighs the risk.

The standard online banking service allows users
to perform the following tasks: obtain account bal-
ances, transfer money between accounts, see which
deposits and checks have cleared, and stop pay-
ments on checks. Many services also offer direct
payroll deposits and electronic bill payment, as
well as credit and automatic teller machine (ATM)
cards. Some banks plan to expand their online pro-
grams to include loans, brokerage services and
individual retirement accounts. People who bank
via personal computer have the convenience of 24-
hour access to their finances and automatic account
reconciliation at roughly the cost of one first-class
postage stamp per transaction.

At present, however, the majority of consumers do
not believe that these benefits are sufficient to jus-
tity the move to electronic banking. While they do
not deny the convenience of automatic record-
keeping and the ability to transfer money between
accounts at any time, some consumers consider
the new technology overrated. After all, cash with-
drawals still require a trip to the bank or an ATM,
and with the widespread availability of ATMs,
most bank customers can enjoy the convenience
of banking around the clock without the risks and
concerns associated with electronic banking.

Looking before the technological leap

Despite promises of increased efficiency and
convenience, many consumers have expressed

concern over the security of electronic banking
via the Internet. Originally created to facilitate
the exchange of information, the Internet was
not designed with tight security measures built
in, as discussed in the February 1996 and July
1996 issues of The Lipman Report.

The media has publicized several extraordinary
incidents in which hackers have stolen huge
sums of money and gained unauthorized access
to confidential government computer systems.
Even more disturbing, however, are the reports
that the stories which receive publicity represent
a mere fraction of the real damage. Computer
security experts estimate that computer trespass-
es last year cost corporations worldwide—pri-
marily banks and hospitals—more than $800
million, while other estimates place annual loss-
es as high as $10 billion. Yet as much as 90 per-
cent of online crime goes unreported, according
to the chief of the computer crime unit of the
U.S. Department of Justice. Victimized organi-
zations often choose to take the matter into their
own hands by hiring computer security compa-
nies to fix the breach and protect them from
future attacks, rather than reporting the losses to
the authorities and risk undermining investor
and customer confidence. “The idea is to prevent
an intrusion,” said the representative of an
Internet security company. “If they have suffered
an intrusion, they have already lost.”

For many consumers, the tales of high-tech
hijacking are less frightening than the computer-
ized assault on privacy. In one of the studies
cited above, participants expressed more concern
about the theft of their personal financial infor-
mation than the possibility of falling victim to
online fraud. Such fears are exacerbated by inci-
dents such as the recent emergence of thousands
of AIDS patients’ names from an allegedly
secure filing system. The prospect of using
smart cards—plastic cards with built-in micro-
processors and memory—in electronic transac-
tions further fuels concerns over privacy inva-



ston. Typically used in Europe as replacements
for ATM cash cards and credit cards, which use
a magnetic stripe, smart cards can be used for
much more than a cash replacement. Also
known as chip cards, they can store the owner’s
medical data, execute sophisticated security sys-
tems, track all cash transactions and store infor-
mation about a customer’s spending habits.
Sophisticated hackers could easily turn such
information into a tidy profit.

How smart are smart cards?

Even though security on the Internet leaves
much to be desired, experts agree that electronic
transactions are the wave of the future. In 1995
the Internet supported an estimated $200 million
in commerce, and 75 percent of the chief infor-
mation officers (CIOs) surveyed by a national
consulting group said that they plan to build sys-
tems for electronic commerce—despite the fact
that 57 percent of the CIOs surveyed expressed
concern about Internet security.

One method of bolstering current security mea-
sures involves implementation of smart cards. The
cards, which have been available in Europe for
almost 20 years, are currently being tested in the
United States by several major banks and credit
card companies. In ‘stored-value’ smart cards,
each card contains a certain amount of money, like
the pre-paid phone cards which entitle the holders
to a certain amount of long-distance phone time.
During the 1996 Olympic games in Atlanta, three
large banks offered thousands of people a smart
card that was valid at hundreds of local retailers.
A representative of a card vendor in downtown
Atlanta said that many people purchased the
Olympic-decorated cards for collectibility alone as
few merchants in the downtown area accepted
them. Even so, the cards of one bank were used
for more than 200,000 transactions during the 18-
day games and represented $1.1 billion in sales. A
similar trial is scheduled for early next year on the
Upper West Side of Manhattan, and worldwide

circulation of smart cards is expected to reach two
billion by the year 2000.

Although smart cards hold vast potential for
electronic banking and commerce, as well as
access control and identity authentication, sever-
al 1ssues should be addressed before embracing
them wholeheartedly. First, federal regulators
must decide how the new technology correlates
with existing regulations. For instance, the
Federal Deposit Insurance Corporation (FDIC)
has decided that money stored on smart cards
does not qualify as a federally insured deposit;
consequently, cardholders who lose their cards
are not guaranteed a refund, although some com-
panies do offer refunds for lost cards. In addi-
tion, current regulations do not restrict the
issuance of smart cards to financial institutions,
leaving some to worry that these cards will suf-
fer the same fate as the pre-paid telephone card
market, in which several vendors have failed to
deliver the promised calls.

And in light of the privacy concerns cited above,
consumers should not discount the recent
announcement that two Israeli researchers simulat-
ed an attack that compromised the cards’ security.
“If you have a card that controls very important
pieces of equipment, or funds, it would potentially
be vulnerable to attack,” said a professor at a pres-
tigious Eastern university and an associate of the
Israeli researchers. “If it’s a bank card, the attacker
could raid your bank account.” The researchers
said they used a personal computer to demonstrate
the ease with which the secret cryptographic key
contained in the card could be deduced.

Taking the plunge

Nothing in life is risk-free—not even conven-
tional banking. Many people will decide that the
conveniences offered by new banking technolo-
gy significantly outweigh the potential dangers.
In such cases, knowledge and common sense
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will serve the user well in minimizing security
risks because, as in so many areas, human error
is often the weakest link in the security chain.

Consumers should do their homework before
selecting a provider of online financial services.

» If working with a financial institution, make
sure that it is federally insured. Members of
the FDIC have insurance coverage of $100,000
per account. If working with another type of
provider, ask what kind of protection they offer
against compromised security.

* Find out whether online transactions take
place over the Internet or through a private
telephone line.

* Ask what security measures are in place to
protect account information. One financial
institution that operates exclusively on the
Internet implements the same system used to
protect sensitive data transmissions for the
U.S. military and various intelligence agencies.

* Make sure that toll-free customer service and
support is available 24 hours a day.
Communication or transmission problems
could impede immediate banking needs.

Once a service provider has been selected, users
of online financial services have a responsibility
to behave responsibly. This means choosing wise
passwords that are easy to remember yet difficult
to guess—such as combining one’s height with
the address of a childhood home. If the provider
supplies access codes which have no personal
significance, invent a coded sentence which does
have meaning. At any rate, responsible behavior
precludes writing the codes on a piece of paper
attached to the computer or allowing a program
to automatically provide the code to the host
computer at log-on. It is difficult to fault the
bank if they can show that the ‘ghost’ transaction
originated from the customer’s computer using
the customer’s access codes.

When it comes to deciding whether or not to take
advantage of the new online banking technology, con-
sumers need to remember one simple fact: No bank
has ever been foolproof. The Internet-based bank
described earlier that uses military-grade securiry has
so far withstood all attempted attacks, but one of the
bank’s founders admitted, “If you have enough money
and enough time. you can break into anything.”

In spite of the mad rush by some financial institutions
to establish online financial services, many others
prefer to adopt a policy of warchful waiting. The
president of a small Southeastern bank said that he
wants other banks to solve the start-up problems of
online banking before joining the market. “We're like
water skiers: We’ll let someone else cut through the
waves. We'll ride along, not far behind.” Stll others
in the industry are not entirely convinced that today’s
technology provides the appropriate glue to allow
different financial systems to interface seamlessly.

The director of group operations and technology at a
major financial institution says that information
technology requires infrastructure standards to allow
different proprietary technologies to work together.
“The Internet offers some of it, but the Internet is
weak in systems management and security. . . .What
I'worry about is that we will not be able to fulfill the
promise because there are so many holes in the man-
agement and the security side of it,” he said.

An increasing number of financial institutions and
electronic service providers seem to think that both
management and security are under control. Perhaps
the American public will soon learn the answer as
more and more consumers sign up for online finan-
cial services, making the market a much more lucra-
tive one for skilled hackers to target. Until then, peo-
ple should arm themselves with knowledge and com-
mon sense before deciding which side to follow.
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