


decoding information to the KGB. The spies’
transgressions were valuable for their initial
worth, but they also had residual effects: it is
estimated that the Soviets were able to apply
the data they received to some one million
encoded military messages. Authorities assess
the activities of the Walker spy ring as among
the most damaging in history.

It is for this reason that former Senator John
Tower of Texas has called the proliferation of
PCs “the number one national security prob-
lem.” For all their contributions to efficiency,
computers have opened up areas of vulnerabil-
ity never before imagined. Three groups
emerge as the most victimized by computer
criminals—the commercial user, a broad cate-
gory at best; banks; and telecommunications
companies. The most common classifications
of computer criminals are students, bank tell-
ers, data input clerks, computer programmers,
and pairings of a company’s employees with
outsiders, so no organization with computer
operations should consider itself immune.

Computer risks gain recognition

Following the theft by a computer consultant
of $10.2 million from a Los Angeles bank in
1978, most companies and other organizations
recognized their vulnerability to loss via com-
puter. Figures illustrate organizations’ growing
concern over computer security: spending on
computer security in the United States is ex-
pected to increase from $498 million last year
to $588 million by the end of this year, and to
more than $1 billion by 1993. Whereas five
years ago it was customary for a company to
devote about 1 percent of its computer budget
to security measures, it is now more common
to find the company spending 2 to 5 percent
of its computer budget to combat loss.

Frequent attempts at computer crime legisla-
tion also indicate that Americans are including
information security on their list of priorities.

The number of states with legislation against
computer theft has now reached 48, with only
West Virginia and Vermont having no specific
laws prohibiting such crimes. Possibly helping
the legislation gain an audience with politicians
is the spate of publicity that invariably follows
the revelation of a computer crime, whether
foiled or successful.

Legislation in the arena of information systems
inevitably will lag behind new developments in
technology by several years. What is needed from
government, then, is a general acceptance of

the intrinsic value of information accompanied
by a willingness to apply to information the

theft and vandalism laws already on the books.

User-friendly v. abuser-friendly

Businesses and other organizations must weigh
their security needs against their efficiency
needs and seek a prudent balance between the
two; they should not implement so many secu-
rity devices and procedures that the systems
become unusable, but neither must they leave
valuable information unprotected, all but in-
viting loss. A comprehensive information sys-
tems security program must be developed and
implemented at any organization with com-
puter operations—however mundane the opera-
tions may seem. The program should be an
ongoing process, not a one-time assessment,
and security considerations must be addressed
when new hardware or software is purchased,
not as an afterthought.

The first step toward protecting information
from loss is effective employee screening, since
the majority of computer crimes are commit-
ted by employees. In addition, employees
should not be given carte blanche where data-
bases are concerned; an assessment of infor-
mation will prescribe levels of security, and
employees should be allowed into information
systems on a need-to-know basis, and then
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only to the level for which they have been
cleared. Disks containing sensitive material
should be labeled and stored in a secure area.

Employees must be educated as to the impor-
tance of security of information contained on
computers. A written code of ethics will rein-
force this training and serve as a constant re-
minder of what is expected of employees. They
should be cautioned not to leave their com-
puters on and unattended and not to reveal
their password to anyone, even fellow em-
ployees. Some companies have effectively im-
plemented double sign-on procedures that will
not allow an employee access to data without
another employee signing on simultaneously.
Others find success in rotating jobs for em-
ployees, so that no employee is autonomous.
All passwords should be changed frequently.

All software should be checked for viruses
before being used in a system. If possible, no
one should be allowed to take home software
or to bring in his or her personal software,
since interaction with a personal system can
contaminate the company’s software and subse-
quently introduce a virus into the entire system.

Other protective measures involve the purchase
of special hardware, which is becoming more
sophisticated every day. Callback modems can
ensure that a hacker calling from an unautho-
rized number cannot get into the system since
the mainframe computer must call back, at a
pre-selected number, the person whose pass-
word has been used before access is granted.
“Smart cards” are carried by some travelling
employees who enter their personal password
on the credit card-sized device which displays
the current password to their company’s sys-
tem; the password may change every minute.
Encryption devices scramble data being sent
from computer to computer so that it cannot
be decoded if it is intercepted. Shields are
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available to keep eavesdroppers from receiving
the electronic pulses emitted by computers.
Underground fiber-optic cables can protect
telephone lines in the most sensitive situations.
Anti-viral programs, though not foolproof, can
protect a system before a virus has done its
damage. And voice, fingerprint, and retina
analysis devices admit only cleared operators
to a system. A genetic analysis device, which,
using a laser, would compare the person re-
questing admittance to a genetic profile on
file, is in the development phase and may be
available within a few years.

Costs of protective hardware are steadily declining,
and new methods of raising employee awareness
are being introduced at a record pace, signalling
increased recognition that theft of or damage to
information can cripple a business or organization.
No one is immune to computer sabotage. Numerous
businesses already have been harmed by computer
crime, but the potential is present for even greater
damage should the criminals focus on stock and
commodities exchanges, insurance company rolls,
pension funds, air traffic control systems, or the
U.S. military defense system. As with other security
problems, the best protection is prevention; but
where preventive measures are not successful, pros-
ecution must be pursued. Many organizations refuse
to prosecute violators because they think they will
be embarrassed by negative publicity; these com-
panies instead tell criminals that they can break the
law and emerge unscathed. By sending the message
to computer criminals that they will be caught and
prosecuted if they violate your information systems,
you raise your level of protection exponentially.
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