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divert assets but do not as individuals. The
implementation of a secure system of pass-
words for access is an absolute necessity.

Random assignment of passwords should be
utilized. The individual should not select his
or her own password because it would tend to
be something personal for ease of remember-
ing. By the same token, however, it might
be easily predictable by another intent on
compromising the system. Care should be
taken by employees to prevent the observa-
tion of one’s password as it appears on a CRT
terminal. Passwords should be unrelated to
one another, and all standard passwords ap-
pearing in manufacturers’ manuals should be
changed as soon as the system is placed into
operation.

Physical security includes systems which
deny access to computer facilities to unautho-
rized persons, provide notification of circum-
stances which might cause harm to a system
and maintain a proper environment and
safeguards for protecting computer output,
including the destruction of critical waste.

Proper heating, ventilation and air condition-
ing systems provide the proper environment
for both machines and personnel in computer
operating spaces. No water lines should be
located in proximity to computer systems,
including sprinkler systems. If adjacent
spaces, particularly those located above the
system, contain water lines, protection should
be provided. Plastic covers for equipment
should be available and in use except when
the equipment is operating. Floor drains or
elevation of equipment should be provided in
areas subject to flooding. Guards, locks and
card/key access systems successfully limit
unwarranted access, and provide protection
for disks, tapes, card decks and printouts.
Shredding and/or incineration should be

utilized for handling critical waste material.
To prevent accidental damage to equipment,
food and drink should be prohibited in
operating spaces.

Batch records or other types of accountability
of input data should be initiated in order to
provide some sort of audit trail. Such records
would pinpoint personnel who are error-prone
as well as those who are dishonest.

Technical security encompasses the protec-
tion of data in the computer system itself, in-
cluding transmission media and remote
terminals. The most vulnerable area is in the
communications phase. Telephone lines may
be tapped at a number of points along the
transmission lines. Microwave communica-
tions are likewise vulnerable. There are,
however, several methods of protecting
transmission media from tampering. Encryp-
tion devices can be used to convert data to
unintelligible signals, while a companion
device at the destination decrypts the signal,
restoring the message to its original form.

Another device which could prevent most
illegal access using telephone lines, is a dial-
back mechanism. Once a caller identifies
himself or herself, the dial-back system breaks
the connection, and immediately calls back a
telephone number, pre-programmed and pro-
vided by the legitimate user. Thus, an im-
poster would have to know not only the
authorized users password, but have access to
his or her telephone, as well.

Special computer insurance coverage to pro-
tect against casualty losses recently became
available to non-bank computer users. One
insurance official predicted that someday
this coverage will be as common as fire and
theft coverage is today.

Another method of periodically evaluating a
data processing system to determine if illicit



program changes have been made utilizes a
“test deck” (or disk or tape). The test ma-
terial is run and the output of this processing
and the material, itself, are stored under
secure conditions. At a later date, a compari-
son of a recent reprocessing of the test deck
against the original printout should produce
identical results, unless the original program
has been altered. In some highly-critical
applications, it is especially vital to conduct
such test exercises immediately prior to the
processing of extremely sensitive or vulner-
able data.

Computer professionals can estimate how
long it would take a computer-reliant enter-
prise to reach the point of significant impair-
ment of the ability to function, if their data-
processing equipment is disabled. For an
average firm the time is slightly less than five
days. One study projects the losses for a
hypothetical $200 million sales firm to be
more than $90 thousand the first week, almost
$900 thousand the second and practically $2%
million the third. Especially vulnerable are
systems dealing in “real time.” Real time
operations are those in which data is entered
into the system as events take place, as
opposed to those in which input is captured
on punch cards or other such media for later
placement into the system. Destruction of
data in a real time computer could destroy
the only evidence of a transaction, or, at the
very least, would make reconstruction of data
an arduous process.

Some computer users have paid dearly for
security lapses. A computer consultant,
visiting a bank’s wire transfer room, noticed
a funds transfer code taped to a wall. He left
the building and, from a pay telephone, ar-
ranged the transfer of more than $10 million
to a Swiss account. Before the bank detected
the fraud, he had flown to Switzerland and
converted the money into diamonds. He was

ultimately apprehended, not as a result of
any audit trail or control procedure built
into the computer, but because he was over-
heard bragging about the crime.

An officer at a very large U.S. bank attempted
a fraud based on the old check-kiting tech-
nique. Using his computer terminal, he
created false deposits in an account at one of
his own branches, as well as erroneous docu-
mentation to offset the deposits in an account
used to settle intrabank movements of money.
He was able to juggle the accounts so deftly
that at one time he had over 80 separate ac-
counts involved, resulting in a loss of more
than $21 million to the bank.

These incidents illustrate the magnitude of
loss which computer fraud makes possible, as
well as the ease with which systems can be
entered. As technology and the economies
of large scale production create a proliferation
of home computers with increasingly sophis-
ticated and versatile capabilities, the potential
for illegal activities is compounded. Seven
years ago, there were fewer than 2,000 per-
sonal computers in the country, and as re-
cently as two years ago, there were a half
million. Today, there are more than 4 million.
It is a certainty that more and more com-
puters will be found in American homes. One
of Japan’s major computer manufacturers
believes that, within five years, home units
will sell for $50. A major U.S. manufacturer is
preparing to market a small home computer
on which disks could be prepared and further
processed on office computers. This same unit
will be capable of communicating with office
equipment through phone lines. A telephone
modem, a device used to transmit computer
data by telephone lines, costs less than $100
and can join one of these home instruments
to any unprotected computer that is accessi-
ble by telephone, simply by knowing, or
guessing, the proper protocols and passwords.
(continued on next page)
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In the case of the Midwestern computer in-
truders, media exposure raised their exploits
to the level of a modern day legend. Their
techniques, in fact, were rather mundane.
From an electronic ‘“‘bulletin board” (a
computer, accessible by a home computer
containing items of interest to hobbyists),
they obtained a code number which enabled
them to enter a widely used time-sharing
network. Another *““bulletin board’ provided
instructions on the free use of a long-line
telephone service. Using a computer program
which dialed telephone numbers at random,
they merely sat back and awaited an answer
from one of the 1,200 computers served by
the network. Once this was accomplished, the
teenaged intruders were asked to identify
themselves, usually done by entering a dis-
tinctive name and password. Rather than be
stymied with the seemingly impossible task of
guessing which words would authorize their
entry, they tried the word ““‘test” in response
to both the name and password queries, and
were admitted to the system. That word
“test” is often programmed into a computer
when it is delivered from the factory, and is
used for demonstrations and training for user
personnel. Group members correctly guessed
that no one had bothered to remove it from
the list of words allowing access to the
computer. Using these techniques resulted in
the entry of more than 60 separate computer
systems, the alteration of data, and in at least
one instance, data destruction.

The computer tamperers in Milwaukee,
Rochester, Los Angeles, Detroit, Oklahoma
City and other communities in which the
FBI has recently conducted raids, are not
criminal masterminds. They are computer
enthusiasts who, perhaps acting illegally, have
created tremendous public awareness of the
apparent lack of attention being paid to the
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security of many of the nation’s computer
installations.

Proliferation of computers, as well as an
increase in the number and capabilities of
those using them makes it an absolute certain-
ty that computer crimes will increase, and
countermeasures to protect against loss must
be developed to thwart the sophistication of
the criminal.

The possibilities of asset loss through computer crime
are a real threat to any enterprise which uses
computer-processed data. It is unrealistic to believe
that the vulnerability will lessen without allocation of
substantially greater resources than are presently
committed to fighting computer crime. Frequently,
the failure to properly secure data processing activi-
ties lies with those who would sacrifice security
controls in favor of increased data output, or manu-
facturers who pay more attention to saleable features
than to security or with the auditing and security
professions which fail to keep abreast of technologi-
cal advances within the computer industry.

Where the blame properly belongs isn’t important,;
correction of the problem is. It requires the concerted
efforts of all groups — management, computer tech-
nology, auditing and security to effect the needed
changes. Management must take the lead, or under
certain circumstances, face criminal sanctions for
Jailure to properly secure and protect a firm’s fi-
nancial assets.
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