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manufacturing of turbines. The company plead-
ed guilty to eight counts of trade secret theft.

This manufacturing company is not alone in
being a target of industrial espionage or a victim
of disloyal employees. Although the company
suffered from nine separate incidents between
1980 and 1986, another leading American cor-
poration hemorrhaged even faster. In an aggres-
sive effort to save its secrets, the corporation
filed more than 24 cases involving information
theft in only four years, from 1982 to 1986.

Court decisions involving information theft have
quadrupled in the last ten years, and now exceed
200 a year. A leading expert in the field of trade-
secret law estimates that there are actually over
2,000 such incidents each year, but only 10 per-
cent surface in the courts or in the press. Most
companies prefer to handle cases of information
theft privately to avoid the glare of publicity and
the public relations problems that might follow.

Theft of information is costing American com-
panies billions of dollars in lost opportunities
and wasted research and development. The trend
is ominous. Why has there been a surge in the
number of such cases?

An effect of social trends

Cause and effect relationships in social trends
are always speculative, but there are three other
major trends that can be pointed to as likely
causes of the surge in information theft.

The first is the transformation of the U.S. econo-
my from one that is industrial-based to one that
is information-based, a shift with many implica-
tions. Banking, telecommunications, computers,
bio-technology, and pharmaceuticals are a few
examples of industries based on information or

the exchange, manipulation, and packaging of
information.

One of the greatest implications of this shift is
the enormous increase in the value of informa-
tion. As a result, industrial secrets, such as tech-
nical processes and industrial designs, have also
taken on significantly greater value in the mar-
ketplace.

At the same time, a second trend has accelerated
its pace: increased competition. Thousands of
companies are being formed whose success
depends on a single product or process. If a bet-
ter or cheaper one is introduced, such a company
can go bankrupt almost overnight. With stakes
so high, the temptation to exceed the accepted
bounds of competitive intelligence gathering can
be overwhelming.

The third trend happens to match supply with
the increased demand. Even as more unscrupu-
lous competitors are willing to buy trade secrets,
there are apparently more employees with access
to confidential company information who are
willing to sell.

The general decrease of company loyalty among
employees has been noted in the past, but two
recent surveys highlight the extent of employee
dissatisfaction, even among managers. A survey
of middle managers found that over one-third
said they would be happier working for a differ-
ent company. A different survey, of manufactur-
ing and service employees, found that almost
one-third would change companies even if the
second company did not offer a higher salary.

Lack of loyalty is not equivalent to disloyalty,
but the seeds of dishonesty are more likely to
grow where employees feel a lack of respect for
an employer than where employees feel wedded
to success of the company.



Targets of information thieves

The kinds of information most likely to be sought
illegally are the same ones that are most valuable
to the company that owns the information. The
following analysis covers most situations, but par-
ticular companies may have unique information
that does not fit one of the categories.

Financial data. The importance attached to finan-
cial data by the marketplace has been underscored
recently by the insider trading scandals on Wall

Street. The financial health of companies is infor-
mation that is highly valued by corporate raiders,
speculators, and potential hostile acquirers.

Any information that could affect the stock
price, such as changed expectations about the
growth or contraction of the company, would be
valuable information to have before the informa-
tion was released to the general public.

Marketing information. In today’s fiercely
competitive environment, marketing information
is as good as gold to a competitor. The customer
lists of a catalogue business and the client lists
of a brokerage firm are examples of information
that must be protected at all costs. In many
cases, such information is the only competitive
advantage the company possesses.

Bid packages. Pricing and proprietary informa-
tion contained in bids can hardly be overvalued,
since the success of the company may depend
on winning such contracts. Bid information is
especially valuable in cases where the contract,
either by law or policy, goes to the low bidder.

A supervisor of pricing for a defense contractor
used computers to relay information regarding
bids to a competitor. Over a period of five years,
the supervisor accepted over $200,000 in
exchange for information on thousands of his

employer’s bids, which the employer estimates
cost it millions of dollars.

Technical processes. Technical processes can take
years of research and millions of dollars to devel-
op. Companies that lack either the time (because
of competitive pressures) or the financing can
overcome those barriers with a small bribe.

Security measures for vital information

It is much more difficult to protect information
than it is to protect physical property or heavy
assets. Traditional means of security such as
barbed wire and regular patrols are limited. No
single method will suffice, given the need of
companies for efficiency and the universal use
of photocopiers and computers. Nevertheless, a
comprehensive and appropriately applied combi-
nation of acceptable security procedures, coordi-
nated and then maintained by the company’s
director of security or chief information officer,
can help thwart the information thief.

Comprehensive program. The first step in devel-
oping an information security program is deciding
precisely what constitutes vital information, where
it is stored and how it is stored and transmitted.
Only then can plans be made to protect particular
kinds of information. Paper documents—every-
thing from memos and reports to customer lists
and proposed bids—should be filed in locked cab-
inets and never left in conference rooms or on
desks at the end of the day. All documents should
be stamped to indicate that the information they
contain is considered proprietary and no important
documents, including drafts, should ever be placed
in trash cans without first being shredded.

A well-defined and sophisticated computer secu-

rity program is absolutely essential, but basic

and effective security measures can be imple-
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TheLipman Report.

Information Security

The New Imperative

(continued from preceding page)
implemented with very little cost. Passwords
should be changed frequently, and access to
directories should be strictly controlled. If a
computer is to be unattended for any length of
time, the user should sign off to prevent un-
authorized access: leaving data displayed on a
screen is the same as leaving a document open
for public perusal.

A great deal of proprietary information is ex-
changed daily over the telephone, and the most
technologically advanced security system could
be of no avail if the telephone lines are not
secure. Periodic checks of the telephone sys-
tem and the use of scramblers, when appro-
priate, can help ensure the system’s integrity.

A central aspect of any sound information se-
curity program is the development of guide-
lines on access to and distribution of informa-
tion on a need-to-know basis only. Physical ac-
cess should be limited through proper key con-
trol, frequent changing of door and safe com-
binations, and use of such measures as color-
coded badges to designate persons who have
authorization to be in particular areas.

Communications program. The best allies in
a corporate security program are the employ-
ees. Their role in helping to protect the com-
pany’s information assets, and the vital im-
portance of doing so, must be stressed at in-
itial orientation. Reminders of the same mes-
sage must be given periodically, in employee
publications, on bulletin boards, and in man-
agement meetings. All employees should be
required to sign secrecy agreements and com-
panies should let it be known that they will
prosecute all infractions of those agreements.

Awareness that an aggressive information secu-
rity program is in place will help deter many
potential thieves and also reduce the amount
of confidential material that is left on desks
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overnight, in meeting rooms, and on black-
boards and flip charts.

Qutsider access. Many companies discover to
their sorrow that disloyal employees are not
the only threat to corporate trade secrets.
Companies that use outside firms for such
work as printing or list management should
carefully monitor the relationships and ensure
that their confidentiality agreements are iron-
clad and legally enforceable. In addition, com-
panies bidding for contracts should submit
their bids as close to the deadlines as possible
to help eliminate the possibility of leaks.

The threat of information theft will continue to loom
large as the value of information grows, competition
increases, and company loyalty declines. Although
many corporations go to great lengths to protect
their physical property and their personnel, they do
little or nothing to protect their information, on
which the very essence of the company may depend.

No company is immune to information theft, but a
carefully designed and implemented security pro-
gram can be worth many times its cost. Unfortu-
nately, too many companies do not awaken to the
danger until they find themselves constantly under-
bid or see a competitor anticipating their every move.

Information theft carries implications beyond the
harm done to companies that are victimized. Such
crimes distort the entire free enterprise system, as
inferior companies that would not otherwise survive
steal the rewards of excellence that rightfully be-
long to their victims.
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