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Computer Impact
Security Must Keep Pace With Technology

(Continued from preceding page)

they would have retained complete access to the
computer systern and all the information contained
in it.

As further proof of the potential for loss, the
experts initiated a more devastating modifica-
tion, sometimes referred to as the Trojan-horse
technique. This consists of providing the com-
puter with apparently appropriate information
that actually contains hidden instructions for
unauthorized behavior, instructions which autho-
rized users will unknowingly carry out at some
future time through routine communications
with the computer. The hidden instructions
might be carried out as a result of something as
simple as a typographical error, if the program
were modified in this way. Regardless of the
modification, the end result of a Trojan-horse
penetration is a serious, often undetectable com-
promise of the computer system.

Such simple penetration of a supposedly secure
computer system prompted development of
tighter controls that could not be compromised
so easily. Despite the availability of more effec-
tive controls, however, many companies are still
potential or actual victims of computer crime
because management not only fails to recognize
the need for technological security, but also falls
short in the area of personnel security.

Ironically, many companies which have spent
thousands of dollars on installation and mainte-
nance of computer systems may regard exten-
sive background checks of potential employees
as expensive and time-consuming. This attitude,
coupled with a lack of post-employment
accountability can be very costly in the long run,
as one firm discovered.

The company, a large manufacturer, hired a
bright, young computer expert as its director of

computer operations. For three years, he suc-
cessfully manipulated the computer to issue
himself about $100,000 a year worth of checks
made out to dummy suppliers. Eventually,
inconsistencies in the company’s accounts
prompted a detailed internal investigation which
revealed the computer crime. It was subsequent-
ly discovered that the young expert had left his
previous job under a cloud — management of
that company had strong evidence indicating
that he had committed the same type of fraud
there. The first company had not prosecuted,
fearing unfavorable publicity, but had simply
permitted the computer expert to resign.

In addition to the need for careful pre-employ-
ment screening, this incident also illustrates the
tendency of some companies to ignore or con-
ceal computer crimes which are uncovered.
Some experts believe that many companies have
experienced computer fraud on a large scale, but
avoid any publicity, fearing shareholder and
public reaction.

Although it is probably impossible to determine
how many computer crimes stem from manage-
ment’s failure to control the security of technol-
ogy and/or personnel, the potential obviously
exists for severe losses. Companies have many
preventive options, which range from improving
the security of their system to backgrounding
and periodically polygraphing computer employ-
ees. Input from manufacturers and consultants
can be valuable, but management must take the
first step.

Computers are versatile machines, but they depend
upon human control, which management must exer-
cise. The company must be aware of the potential for
losses and, if necessary, obtain outside help to pre-
vent them. Computer technology has been a boon to
business, but without strong security, it can become a
major liability.



Corporate Priorities
Crime Rate May Determine Location

A high crime rate could be very detrimental to
cities whose officials hope to attract new busi-
nesses and retain the existing ones. In a recent
study, executives of almost 2,000 companies
rated the crime level as the second most impor-
tant of 26 variables that would “strongly encour-
age” or “discourage” them from expanding or
staying at their present location.

The study, which involved executives in 10 cen-
tral cities across the country, included both busi-
ness-related variables, such as tax rates, and
more community-oriented factors, such as
schools and recreational facilities. Of all the
variables, the crime level of a particular city
received an 88 per cent response rate, second
only to city government attitude toward busi-
ness. It was rated far more important than such
obviously business-related characteristics as
labor cost and corporate tax rate.

Although responses to the study generally indi-
cated a strong concern for the quality of life
over strictly business-oriented factors, (six of the
top seven responses were not business-related),
the emphasis on crime is of particular interest,
both in terms of actual crime statistics, and
because of its implications for cities seeking
new business.

According to FBI figures, the total number of
crimes reported in the United States in 1977
decreased by about 3 per cent from the previous
year. Only violent crimes increased, by about 2
per cent, while the property crimes of larceny,
robbery, burglary and motor vehicle theft
decreased by about 4 per cent.

In the face of the decreases, both in overall
crime, and in the property crimes which most
often affect business, executives are still voicing
a new awareness of crime and its effect on their
companies. According to some law enforcement

experts, this awareness has become typical of the
general public, along with demands for corrective
action.

Despite this mutual awareness, however, the dif-
ference between executives and the general pub-
lic lies in executives’ potential for protecting
themselves and their companies. Accomplishing
this requires recognition of the limitations of
public law enforcement agencies in dealing with
crime. These limitations stem from several fac-
tors, including the fact that police emphasis is
usually placed on detection, rather than preven-
tion. Thus, a loss has to occur before action is
taken. Further, official attention is often directed
principally toward violent crimes, and away
from the so-called “victimless” property crimes.
Finally, some officials cite recent trends favoring
tax cuts as responsible for weakening many
police departments.

Whether this situation exists, many public offi-
cials and executives agree on the need for busi-
ness to take steps to protect itself against crime.
This includes not only investigating the crime
rate and law enforcement of a potential reloca-
tion site, but also establishing effective security
policies. This might include obtaining a security
consultation, conducting security training for all
employees, installing protective devices, or other
measures. Protection against crime must begin
with management’s awareness of the company’s
particular need for security, followed by the
appropriate steps to provide it.

The study clearly indicates that businessmen are
becoming increasingly aware of the problem of crime.
Management must go beyond this awareness and rec-
ognize that the company may not be adequately pro-
tected, even in a city with a low crime rate.
Businessmen must determine what help is needed,
and obtain it.
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Commodities Purchaser
Poor Controls Bring Conflict Changes

A lack of effective controls, which may have
earned a commodity purchasing manager mil-
lions of dollars in dividends and kickbacks from
his company’s principal suppliers, has sparked
internal controversy at a major snack foods
manufacturer. Although the company has filed
legal action against him, the purchasing manag-
er claims that company officials were aware of
situations that could create a conflict of interest.

In his 20 years with the company, the purchas-
ing manager earned a reputation as a tough
negotiator in obtaining almost $2 million worth
of spices, salt, oils and other commodities every
year. However, the company’s suit charges that
the purchasing manager concurrently held a
major interest in one of the firm’s largest spice
suppliers, and also received thousands of dollars
in consulting fees from the company’s principal
commodity broker.

The company discharged the purchasing manag-
er and filed the legal action last year when,
according to the suit, management discovered
that he had been a major shareholder in the
spice supplier since the 1960s. It is alleged that
in one recent three-year period, the purchasing
manager received almost $20,000 in dividends
from that stock. Further, the snack foods manu-
facturer charges that the purchasing manager
earned almost $400,000 in consulting fees from
its major commodity broker.

According to the suit, the purchasing manager’s
major windfall came two years ago when the
spice supplier, which had merged with the com-
modity broker, was sold for almost $40 million.
The purchasing manager’s share reportedly
came to about $6 million.

In response to the company’s multi-million dol-
lar damage suit, the former purchasing manag-
er’s attorneys have charged that company offi-
cials not only knew of the potential for conflicts

of interest, but actually profited as a result.
Company officials have declined to answer
those charges, but two officials who allegedly
were involved in kickbacks have left the com-
pany. The company also has obtained a court
order prohibiting the mention of any other con-
flicts of interest during the investigation of the
purchasing manager.

The company’s outside auditors say that while
irregularities such as those alleged are almost
impossible to catch in a normal audit, they are
developing a new set of controls to prevent
potential future incidents. The company had
established a code of conduct prohibiting
employees from holding significant interests in
any supplier or contractors without prior clear-
ance, but the charges of widespread conflicts of
interest have raised serious questions about its
effectiveness.

The controversy surrounding this case points up the
need for effective, well-enforced controls at all levels
of company management. To ensure their continuing
effectiveness, these controls should be re-evaluated
and updated annually. The circumstances surround-
ing the snack foods manufacturer’s charges may yet
be revealed in court, but, regardless of the outcome,
all companies should take time to examine their
relationships with suppliers and take necessary steps
to prevent conflicts of interest.
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