


directed against high-tech theft. (Another joint
effort was launched in 1995 by a major oil com-
pany, a computer firm and an airline to coordi-
nate information and provide liaison with com-
puter manufacturers and police.)

The insurance company had good reason for
concern. In 1991, its average claim for chip theft
was $5,000. By 1994, the average claim had
multiplied by a factor of 90, to $450,000. The
firm’s average annual claims for electronics
industry theft increased from $2-3 million in
1991-1993 to $20 million in 1995.

Increased awareness of the issue on the part of
security directors has led many businesses to
strengthen their security measures; nevertheless,
too many senior executives still do not under-
stand the seriousness of the threat that they face.
Although direct losses may be covered by insur-
ance, the total of other potential losses cannot
even be estimated: harm to employees and own-
ers, time spent with police and claims adjusters,
loss of productivity and inability to meet client
needs or fill orders. It is not unusual for compa-
nies struck by computer theft to go several days
without access to their computers while they
wait for service technicians or replacement parts.

Excellent security is imperative

There is no doubt that many cases of computer
chip theft have been the result of woefully inad-
equate security practices. The employee in
Dallas who stepped outside the manufacturing
plant for a quick cigarette was mentioned above.
In another case, a software firm was robbed of
$60,000 worth of computer equipment after an
employee at work on Sunday propped open a
door to save on air conditioning. And there are
even reported instances of computer chips
remaining on loading docks for a week at a time.

Lapses in standard security practices such as the
above can be overcome through a comprehen-
sive and highly visible security awareness and

training program. In addition, many other mea-
sures can be implemented.

The necessary first step in strengthening security
against computer chip thieves is to assess vul-
nerabilities. High-tech firms are the most likely
targets, but virtually no business or institution,
however small, can be considered immune. Even
offices with only two or three computers can
suffer major interruptions if chips are stolen.

Of special importance are measures that can be
employed to address vulnerabilities known to be
frequently exploited by computer chip thieves.
They fall into five categories:

Screening. It has been estimated that more than
half of all computer chip robberies are assisted
from the inside by employees. If suppliers and
contractors are included, the percentage is even
higher. A thorough screening of all employees
before hiring is essential, including criminal
records, military service records, and verification
of previous employment and education. Any gaps
in a resume must be investigated or explained sat-
isfactorily. Credit checks are also recommended,
especially since some Asian gangs allegedly use
pressures caused by gambling debts as leverage
on computer-firm employees.

Temporary employees, used in so many indus-
tries today, can be a particular source of prob-
lems. Many businesses assume that temporary
employment agencies conduct rigorous screen-
ing, which may not be the case. In addition, tem-
porary employment agencies may be infiltrated
by thieves looking for easy access to electronics
firms. It is important to ensure that temporary
employees are screened with the same standards
applied to permanent employees.

Physical security. Standard security procedures
and practices should be enhanced to deter and
prevent computer chip theft. Alarms and closed-
circuit cameras are necessities, as are tamper-
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proof screws in computer housings. Stocks of
chips and other high-value items should be
stored away from windows in several storage
areas. Alertness must also be heightened to
detect casing by would-be thieves.

Inventory controls. Tracking of inventory by
electronics firms is key because computer chips
are so small, easily concealed and used in such
large quantities. (In March of this year, an
employee of a California firm was arrested for
allegedly stealing $2,000 worth of computer
components, including computer chips, by sim-
ply hiding them in his clothes.)

A comprehensive inventory tracking system
includes:

» Number of chips received
» Weight of incoming boxes

» Persons responsible for accepting shipments,
releasing chips and handling rejects

» Number of chips released inside and outside
the facility

+ Storage locations
» Number of accepted and rejected chips

» Locations where chips and rejects change
hands.

Both regular and surprise inventory checks and
just-in-time supply (for example, one day’s
worth) to manufacturing also enhance account-
ability and detection.

Trash disposal. Trash can be “recycled” in more
ways than one. Computer chip thieves and dis-
honest employees are not beyond gathering
rejects and selling them as good chips. For exam-
ple, an employee of a chip manufacturer in Texas
allegedly retrieved chips from the trash and sold
them. The buyer, claiming it didn’t know the
chips were rejects, sued the manufacturer. So far

©1996 GUARDSMARK, INC.

Editorial Office, 22 S. SECOND ST., MEMPHIS, TN 38103-2695, U.S.A.
Subscription Service Center

P.O. Box 444, Memphis, TN 38101-0444, U.S.A.

Telex: GUARDSMARK MFS 533230; Telefax: (901) 522-7905

E-mail: lipmanreport@guardsmark.com

the manufacturer has reportedly spent hundreds
of thousands of dollars defending itself.

Shipping. According to police, high-tech thieves
have struck delivery trucks in Southern California
several times in the past 18 months. Quantities
should be shipped in minimum lots, and delivery
routes should vary. Caravans are also useful, and
regular contact should be maintained along with a
tight schedule.

Computer chip theft will not be easily controlled.
The value of chips will attract the dishonest. Their
ease of disposal will continue to make tracing
extremely difficult. And their special applications to
an increasing number of products used throughout
society make the growth of the industry—and the
opportunities for theft—a virtual certainty.

Much has been learned of the thieves’ methods of
operation as they strike anywhere along the chain
that stretches from the manufacturer to the distribu-
tor to the delivery system to the end user. That
knowledge must be used by businesses across the
nation to strengthen their security. The need to do so
immediately can be seen in the thieves’ apparent and
growing willingness to engage in violence and kid-
napping as means to their ends.

There s another point that should be noted. As the
surge of chip theft continued, larger electronics firms
began to take the threat more seriously and adapted
to meet the need for enhanced security. Too many
businesses, however, are still conducting business as
usual, without realizing that as some prospective tar-
gets become hardened, the others are more likely to
move up fo more prominent positions on a thief's
prospective hit list.
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