


Employees or staff members could use this same
system to conduct research on the Internet, and
timely back-ups would allow recovery from hacker
attacks. An organization that requires more wide-
spread use of the Intemet might consider isolating
the internal networks that contain the most confi-
dential information. The Pentagon, for example,
uses the Internet to distribute and gather e-mail and
other electronic information, but the most sensitive
military computers have no links to the Internet.

Install firewalls. Firewalls form electronic barri-
ers that separate an organization’s internal net-
work from the Internet. Companies can also use
firewalls to isolate internal networks from one
another. The simplest firewalls only permit cer-
tain types of information to pass to and from the
Internet, whereas more sophisticated barriers
enable users to determine who can move specific
kinds of information packets into and out of the
Internet. With the latter form of firewall, the sys-
tem administrator can grant certain users access
to the internal network, while keeping out others.

The most effective firewalls incorporate both
hardware and software components. Software-
only firewalls are available but should be main-
tained on a separate server. Otherwise, defeating
the firewall would instantly grant a hacker
unlimited access to all the corporate secrets
maintained on the network server.

Use strong encryption. Virtually every computer
security system involves cryptography in some
form. Cryptography includes both encryption, the
practice of translating a message into gibberish,
and decryption, the practice of translating the
encrypted message back into its original format.
The most notable encryption algorithms include
DES, the Data Encryption Standard, an algorithm
developed by IBM and the National Security
Agency in the 1970s, and RSA, a popular public-
key algorithm named after its creators, which
relies upon the computational difficulty of factor-
ing the products of very large prime numbers.

To transmit documents securely over the
Internet, users can implement either secret-key
or public-key encryption. Secret-key transmis-
sion uses an encryption algorithm and a number
known as a “key” to encrypt and decrypt the
message. Because the same key performs both
functions, both the sender and the recipient have
to know the key. Public-key encryption relies
upon two keys—one public, which is published
like a telephone number, and the other private.
Both keys are needed for encryption and decryp-
tion. A message encrypted with a public key can
only be read by the individual who holds the pri-
vate key. Both encryption systems have their
downfalls: the keys in secret-key systems are
rarely kept secret, and the complexity of public-
key encryption makes it impractical for encrypt-
ing large documents. To take advantage of both
systems, many people encrypt the actual docu-
ment with a secret-key system and then use a
public-key system to encrypt the secret key.
Only the person who holds the private key can
unlock the key that decrypts the transmittal.

Several manufacturers have introduced hardware-
based encryption systems which offer greater pro-
tection than traditional software-based encryption.
Although less expensive, software-generated keys
remain in the server, where an experienced hack-
er—or a novice hacker with the right tools—can
access them. Hardware-based encryption, on the
other hand, maintains the keys in a separate sys-
tem, shielding them from a hacker who success-
fully infiltrates the network server.

Ensure positive authentication. Authentication
refers to the process of determining the identity of
a user. Traditional passwords provide the simplest
form of authentication, but the realm of computer
security now offers a number of authentication
options which provide greater protection. For
instance, when accessing a computer system, pass-
words and hand-held authentication tokens, or
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“smartcards,” can provide positive authentication
in a variety of ways. One system generates ran-
dom numbers every 60 seconds in synchronicity
with software on the computer server. Another
token system produces encrypted responses to
challenges issued by the host computer.

Digital signatures can grant positive authentica-
tion when exchanging files or e-mail. Someone
sending a document electronically can use these
small information packets to authenticate the
connection between the two communicating par-
ties. This method also verifies that the exchanged
data has not been changed during transmission.

What it all comes down to ...

In the end, the simplest defenses make the
strongest ones. Choosing smart passwords and
making periodic system back-ups form the crux
of any network security system.

Organizations should educate employees on
selecting easy-to-remember, yet obscure pass-
words that are not easily guessed. Passwords
should include a combination of letters, numbers
and characters. Users can also combine memo-
rable numbers such as their height and the phone
number or street address of a childhood home.
In addition, system administrators should force
users to change their passwords on a regular
basis, as well as scan the server to ensure that
old passwords are removed from the system.

By making complete system back-ups on a regu-
lar basis, companies can avoid potential disaster.
In the last six months, expert hackers have
attacked nearly a dozen London-based organiza-
tions with “crypto-Trojans—seemingly innocent
files that unleash a virus when opened. These
fast-acting crypto-viruses seek and encrypt an
organization’s most sensitive files. The hackers
then contact the businesses and demand up to
£100,000 in exchange for the decryption key,
threatening to destroy their corporate databases if
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they don’t pay the hackers’ price. A spokesperson
for a British computer security firm said, “The
most important thing is to have accurate, up-to-
date back-ups of all the work that has been cor-
rupted. Without that, you’re lost.” If the damaged
data is available elsewhere, the system adminis-
trator can delete the corrupted files and virus,
and restore the original information. The
spokesperson continued by saying that anything
that can be encrypted can be decrypted—but
only if one has access to the original files.

Finally, because foolproof security simply does not
exist, every organization that uses computers in its
operation needs to have a disaster recovery plan in
the event that someone manages to infiltrate its
defenses. Organizing an emergency response team
can help businesses recover quickly from a hacker
invasion or a computer virus outbreak. One compa-
ny in California has a Virus Response Team that
waits with their bags packed, ready to fly anywhere
in the world to handle computer virus incidents.

When it comes to the Internet, there is no such thing
as enough security. “It’s good to be paranoid about
protection. But if really good hackers want to pene-
trate your network, it’s going to be really hard to
keep them out,” warns the president of a Virginia
computer consulting firm.

Because of the high speed at which computer tech-
nology advances, security directors must keep
abreast of the latest trends in computer security,
selecting those which best meet the needs of their
individual organizations and keeping up with the lat-
est upgrades and patches. The Information Age has
indeed arrived, and businesses can no longer afford
to ignore either the Internet or its perils.
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