


tication. If someone calls from . . . headquarters
and you never heard of him, hang up and call
him back.”

Security policies serve a twofold purpose: They
educate employees about the risks associated
with network security, while making them
accountable for their actions.

Information classification. Because not all infor-
mation in an organization holds equal value, it
does not require the same high level of security.
Information classification helps optimize access
controls and enables a company to implement the
concept of “defense in depth,” which places the
most sensitive data behind several layers of pro-
tection. The first step in classifying data is to
examine it with regard to security and availabili-
ty. Management needs to determine the level of
confidentiality, integrity and controlled use, and
to balance their findings with the required level
of accessibility. The second step is to establish
categories for the information according to its
impact on the company. These categories should
be clearly defined to ensure consistent interpreta-
tion throughout the organization. For further pro-
tection, companies may wish to store their most
sensitive data on a stand-alone computer to elim-
inate the possibility of invasion through a trap
door, a hidden software or hardware mechanism
that circumvents system protection mechanisms
when triggered, in the network.

Technology. After an organization has estab-
lished a security policy and determined the value
and sensitivity of its information, the next step
involves identifying the appropriate security
measures for each classification level.

* A firewall acts as a barrier between two com-
puter systems. Available as software only or
as a combination of software and hardware,
firewalls can protect an organization’s internal
network from an external network, such as the
Internet, or they can provide an added layer of
security between two internal networks. The

cost of these electronic gateways can range
from several hundred to tens of thousands of
dollars, depending on the sophistication. In
their simplest form, firewalls only allow the
transmission of certain types of information.
More advanced firewalls enable the network
administrator to determine which users can
move specific kinds of information packets
into and out of the system.

Data encryption uses either a software-based
or a hardware-based program to transform
plain text into a coded form. To prevent unau-
thorized access to the information, the user
provides an encryption key, which can be
either private or public. In a private-key cryp-
tosystem, the same key encrypts and decrypts
the data, while public-key systems use two
different keys—one known only to the user
and a public key that is published like a tele-
phone number. Encryption can shield e-mail
from prying eyes and should always be used
for messages containing sensitive information.

User authentication confirms that the person
using the system is who he or she claims to
be. Traditionally accomplished with reusable
passwords, more sophisticated methods are
now available to provide greater security for
more sensitive information, ranging from
smart cards that generate single-use pass-
words every 60 seconds to biometric devices
for retina scanning. When using traditional
passwords, system administrators should
encourage users to select words that are easy
to remember yet difficult to guess, such as the
name of a childhood pet. Administrators can
also use password scanning programs, which
search the system for known weak passwords
each time a password is changed or a new
user added.

One suite of security software features a utility
that monitors and controls user access, while
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using encryption to create an impenetrable
barrier around the organization’s data and
thus preserves the integrity of the information
stored on the hard disk. The software creates
an environment in which the computer sys-
tem can only use encrypted corporate
diskettes that cannot be read by other comput-
ers. Users may not install non-corporate disks
on the network, reducing the risk of virus
infection. Employees can continue to write,
view and edit information on corporate disks,
but the utility logs the details of each user’s
activities, providing a complete audit trail.

When it comes to information security, compa-
nies must learn to expect the unexpected and
act accordingly. Timely backups can enable an
organization to recover with relative ease from
a virus, a natural disaster or systematic deletion
by a disgruntled or terminated employee. In
determining what information to back up, orga-
nizations should ask themselves: How much
would it cost to recreate the data? The market
offers a plethora of storage options for system
backups, including tape drives, removable hard
drives and even writable compact disc drives.

Employee screening. Studies performed by the
Federal Bureau of Investigation reveal that
insiders commit 80 percent of all computer
crime and fraud. “The outside hacker doesn’t
know what your business is about and will have
a difficult time getting financial gain,” said the
manager of an Eastern technological laboratory.
“It’s the internal users you need to be more care-
ful of; they can do damage and gain benefit.”
For this reason, organizations must exercise spe-
cial care in personnel screening and selection.

Employee screening should, at a minimum,
involve the following steps:

* A complete background check of all records,
including educational, work, professional,
criminal, military and credit history.
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* Administration of at least a five-panel drug
test, where permitted by law, with a complete
chain of custody and evaluation by an inde-
pendent laboratory.

» Psychological screening.

“Computer technology has enhanced the control and
power of the individual employee to a level that
transcends what was customary in the traditional
workplace,” says an information-security law expert
on the West Coast. Security experts generally agree
that the most serious electronic espionage problems
occur when an insider decides to break into a com-
pany’s computer system to gather valuable informa-
tion to sell to competitors.

Because of the immense threat posed by the people
within the organization, companies need to classify
their information and secure their computer systems
to ensure that employees only have access to the
data that the organization wishes to share with them.
At the same time, comprehensive pre-employment
screening of personnel should help reduce the risk of
corporate espionage or vengeful acts by disgruntled
employees. More and more companies are taking
security a step further by insisting that every vendor,
supplier or client with access to their system take
appropriate security precautions.

Despite these preventive measures, companies
should prepare themselves to deal with unforeseen
electronic disasters with an emergency contingency
plan rather than adopting the dangerous “it-can’t-
happen-to-me” mentality. Even so, no technological
advance can compensate for a lax corporate security
policy. Until organizations adopt a tough security
stance beginning with the upper echelons of man-
agement, they will continue to join the alarming sta-
tistics of electronic violations.
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