


Sidewinder posted a hacker challenge site on the
Internet, daring the cyberspace elite to penetrate
their system. According to Secure Computing,
no one has succeeded to this date — despite
more than 2,000 attempts.

Regardless of which firewall is selected, con-
sumers must remember that a determined intrud-
er can eventually defeat even the most secure
barrier. For this reason, firewalls must be moni-
tored on a regular basis.

Encrypt valuable information

If an unauthorized user manages to slip past a
firewall, encryption provides yet another line of
defense. This process transforms data into a
form unreadable by anyone who does not have a
secret decryption key. The two different methods
of encrypting data are private-key and public-
key encryption, also known as symmetric-key
and asymmetric-key encryption, respectively.

In private-key encryption, the same key both
encrypts and decrypts the message. It is essential
that only the sender and the receiver of the mes-
sage know the key in order to maintain security
integrity. The most common private-key system
is the Data Encryption Standard (DES), which
was published in 1977 as a federal encryption
standard. Because of its age, this algorithm
alone may not withstand a cryptoanalytical
attack. One method of strengthening DES uses
triple encryption, in which one key encrypts the
original text; a second key encrypts the resulting
ciphertext; and a third key encrypts the result yet
again. Due to the difficulty of keeping private
keys truly private, some organizations may elect
to use public-key encryption.

Public-key encryption uses two different keys to
encrypt and decrypt messages — one public, the
other private. An organization can publish its
public key over the Internet like a telephone
number, while keeping the private key strictly to
itself. Customers or associates can then send
sensitive data through the network, secure in the

knowledge that only the intended recipient can
access the information. The Rivest-Shamir-
Adleman (RSA) algorithm is the most widely
used public-key system. The strength of this
algorithm relies upon the mathematical difficulty
of factoring the product of very large prime
numbers.

The complexity of the RSA algorithm, however,
results in a much slower encryption process than
that of the DES, making it inappropriate for
huge documents. Current cryptosystems there-
fore combine the two technologies to take
advantage of both the speed of DES and the
security of RSA: DES encrypts the document,
while RSA encrypts the DES key included with
the document. This combination is known as a
digital envelope. The Clipper chip, proposed by
the U.S. government, represents another effort to
meet the need for stronger encryption.

Use passwords — wisely

Another critical component of computer security
is authentication, the process of determining that
a prospective user is indeed who he or she elec-
tronically claims to be. The simplest form of
authentication uses passwords, but passwords
alone provide little security. For instance, many
users choose easy-to-remember passwords, for-
getting that such passwords are also easy to
guess. Others foolishly write their passwords on
self-stick notes and post them on the computer
screen. Even the most obscure, well-kept pass-
word provides minimal security, however,
because of the vast number of “sniffer” pro-
grams at large on the Internet. These programs
pick up passwords transmitted over networks,
and they work alarmingly well. According to a
March 1994 report issued by the U.S.
Department of Energy’s Computer Incident
Advisory Board, password sniffers had compro-
mised the security of more than 100,000 user
accounts during a three-month study.
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Because of the limited security provided by tra-
ditional passwords, many computer security
experts favor the new generation of dynamic
password generators, also known as “smart
cards.” One such card-sized system comprises a
personal identification number and an LED that
displays a new random password every minute.
With these challenge-response devices, users
have a certain time frame to enter the correct
password. An executive of the firm that
designed this system says, “It’s virtually impos-
sible to make a network secure, because any-
where you can tap into a network, it becomes
insecure. What you want to make secure and
what you can make secure are the connections
to the network (by making) a stronger front
door than just the standard re-usable password.”
Smart cards provide relatively inexpensive
security for both individual and networked PCs,
and they can also be used for such tasks as
building access control.

Should an organization elect to use traditional
passwords, users can take certain steps to
increase their security:

* Select a password not found in a dictionary,
such as pronounceable nonsense words, or
words with numbers or special characters.

* Memorize passwords and keep them secret.
Never reveal passwords to anyone over the
computer network.

* Change passwords frequently, at least once a
month. If users absolutely must write their
passwords down, they should never keep
them near the computer.

» Never leave a computer unattended when it
is connected to a network.

In addition, system administrators should never
transmit unencrypted passwords over the Inter-
net, nor should network managers rely upon
passwords for network protection. Challenge-
response devices and electronic tokens provide
more sophisticated, reliable security, but when
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network security is critical, even these systems
should be used in conjunction with firewalls
and encryption.

A trial attorney with the U.S. Justice Department’s
computer crime unit reports that computer crime
could cost all American businesses anywhere from
3500 million to $5 billion each year. This wide range
results partly from the difficulty in placing a dollar
value on intellectual property such as trade secrets
and client lists. Still, the magnitude of the problem
indicates that businesses can no longer ignore the
need for increased computer security — not if they
hope to survive.

To protect their network resources against profes-
sional-level attacks, organizations must implement
professional-level defenses — beginning with a com-
puter security policy and combining the use of fire-
walls, encryption and user authentication — as ap-
propriate. A networked high school, for example,
need not purchase a high-end encryption program to
safeguard students’ e-mail, just as a Fortune 500
corporation should not entrust its financial data to
simple password protection. Once the appropriate
measures are implemented, however, organizations
cannot afford to grow complacent. While computer
security developers are constantly working to engi-
neer stronger defenses, hackers and crackers are
working equally hard to penetrate those barriers.
Companies must therefore keep up with the latest
upgrades and “patches” issued by computer and
software companies in response to hacker attacks.

Too many organizations fail to consider the security
ramifications of networking their computer systems
or connecting to the Internet. To benefit from the
advantages of networking without compromising
security involves much effort and expense. But orga-
nizations will find the cost justified many times over
when compared to the perils of lax security.
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