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nuclear plant, when wires that led to safety
equipment were crossed.

Although sabotage came to be associated with
the military during the course of World War I1,
sabotage has had a long and dishonorable histo-
ry. The word itself derives from the actions of
French railway workers in 1910. The strikers
destroyed the wooden shoes—*"sabots”—that
were used to hold the rails in place. Destroying
company property as a means of enforcing a
strike action had occurred even earlier in the
United States. In 1877 a strike against the
Baltimore Ohio Railroad led to riots and the
burning of the depot in Baltimore. In the same
year, traffic on railroads in New York, New
Jersey and Pennsylvania was almost completely
disrupted.

At times labor violence was not the result of
events spinning out of control, but rather the
results of deliberation and planning. Between
1906 and 1911, some 100 buildings were dam-
aged or destroyed by an ironworkers’ union and
three guards were killed in a systematic cam-
paign of sabotage.

More recent acts of violence also displayed
characteristics of having been planned. To use
the 1960s as an example, the Wabash and New
York Central Railroads suffered explosions; the
Alabama Power Co. was sabotaged 50 different
times, with guy wires severed, power equipment
destroyed, oil drained from transformers, and
chains thrown across powerlines; and United
Fuel Gas Co. had 24 of its pipelines dyanamited
in West Virginia and Kentucky.

Other examples of apparent sabotage that go
unexplained include the puncturing of pipelines
of an energy company in Texas in 1985 and the
derailment of a Canadian train carrying butane
fuel in 1984.

The saboteur could be an insider, driven by a
variety of motivations. Or the saboteur could be
an outsider who has no connection to the target-
ed company or organization. Even then, howev-
er, inside information is often required. That
information can be acquired by the saboteur
through stealth or from an insider by purchase or
extortion, Or the information can be provided by
the company or organization free-of-charge
through lax policies on protection of confidential
information, including trade secrets and opera-
tions matters.

In addition, sensitive information that might
ordinarily be thought of as not accessible to out-
siders may enter the public domain through suits
filed under the Freedom of Information Act.

Perhaps the most insidious form of sabotage is
the spreading of false rumors. Numerous cases
of companies being damaged by rumors have
cropped up in recent years. Entenmann’s Bakery
suffered from a story that claimed the company’s
profits were channeled into the Rev. Sun Myung
Moon’s Unification Church. When Bubble Yum
brand chewing gum hit the market, rumor attrib-
uted its special juiciness to the use of spiders’
eggs as an ingredient. McDonald’s has to fight
the whisper campaign that the company added
worms to its hamburgers. The most well-known
and damaging rumor accused Procter and
Gamble of Satanism.

The difficulty of fighting rumors can be seen in
the P&G case. The story held that the company
symbol—a bearded Man-in-the-Moon with 13
stars inside a circle—was a Satanic symbol and
that when held up to a mirror, figures in the beard
appeared as “666,” the sign of the Antichrist.

The company waited two years for the rumors to
die a quiet death. Then it set up a toll-free num-
ber with a message denying all involvement
with Satanism. Going over to the offensive,



P&G brought suit against people who continued
to spread the stories. It is significant that all the
defendants but one sold products of competitors.

Still the rumors spread. Last April the company
decided to keep the trademark but to discontinue
its use on all packaging.

How can a company defend itself against a
rumor? It can wait it out, deny it, ridicule it, and
attempt to locate and prosecute anyone who
spreads it. A company can also try to trace it to
1ts source to make sure that the rumor did not
emanate from someone in the company.
Disgruntled employees are always fertile sources
of potential problems.

Procedures to be adopted against inside sabo-
teurs and inside spies are basically the same.
The first essential step in the corporate anti-sab-
otage program is an educational process. The
head of security and the security department
cannot alone provide all the necessary protec-
tion. Security is the business of every employee,
and that truth must be reinforced with a program
to educate all employees on the potential cost of
sabotage—to the company, and by extension, to
the employees. Such a program can best be put
in place in conjunction with a consultant who
has the data and case histories that make the
point most forcefully.

Security consciousness can also be driven down
through the organization by making the responsi-
bility for a secure operation part of the job descrip-
tion of front-line supervisors. Also, an incentive
program that rewards employees for security sug-
gestions maintains a level of security conscious-
ness that cannot be matched by memos from the
security department. Quality circles that deal

with security 1ssues can serve the same purpose.

Protecting against acts of sabotage necessitates a
risk assessment of potential damage. What is the

point of greatest vulnerability? For a pharmaceu-
tical company, the most critical vulnerability
would be that its drug products kill people who
use them. For a chemical manufacturer, it might
be a gas leak. For an airline, it might be a crash
or a record of safety violations.

The next step would be to establish priority of
vulnerability, and then to examine the crucial
operations in the business process (manufactur-
ing, data transmission, distribution, and so on)
during which an act of sabotage would be most
likely to occur. Effective preventive measures can
then be taken where they are the most needed.

Security of data processing facilities will
become even more difficult as desk-top work
stations continue to proliferate. Not only are
more employees able to access sensitive data,
they are doing so from the privacy of their own
offices. Work-at-home programs, in which
employees use terminals in their homes to
access the main computer by telephone, are a
growing phenomenon. Related is the imminent
expansion of bank-at-home and bank-at-work
systems.

Employees, both authorized and unauthorized
users, have the greatest opportunity to wreak
havoc in a data processing system. Those who
have been terminated for cause, or whose posi-
tions have been eliminated through restructuring,
can be expected to retain little loyalty to the
company. It should also be remembered that the
class of personnel with access to the system may
include employees of outside service firms.

Assessing what in the system can be damaged
involves setting priorities. Which data are essen-
tial to the survival of the company and which
could be reconstructed if necessary? The most
likely time for sabotage to occur is during the
normal working hours when most users have
(continued on next page)
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access to the system. But some systems can be
accessed 24 hours a day through the use of off-
site terminals and modems.

The motivations of computer saboteurs are the
same as those of other kinds of saboteurs, with
one key addition: fun. Some computer saboteurs
are not motivated by revenge or greed or ideol-
ogy, but by the sheer intellectual challenge of
overcoming the system and its defenses.
Employees prone to such high-stakes juvenile
high jinks might be identified through psycho-
logical testing and their access to essential data
thereby limited.

The corporate anti-sabotage program must be
complemented by a sabotage crisis program.
The importance of swift and sure handling of a
sabotage incident can be seen from Johnson &
Johnson’s management of the crisis it faced in
1982. From a 35% market share of non-aspirin
pain relievers before the poisonings occurred,
Tylenol’s share dropped to 7% immediately
afterward. But within six months, the share was
back up to 30%, and it later regained its pre-cri-
sis level of 35%.

The sabotage crisis team should include the
chief executive officer, the chief legal counsel
(both in-house and outside), the security direc-
tor, the risk management director, the director
of the affected department, and the head of pub-
lic relations. The program itself should contain
detailed contingency plans for handling the
most serious acts of sabotage. Action plans
should be developed and personnel roles
assigned to ensure that the company can move
swiftly to overcome the corporate paralysis that
would set in following an act of sabotage.

Part of Johnson & Johnson’s ability to recoup
can be traced to the sympathy for the company
that was generated by its public relations cam-

paign. Withdrawing the product from the mar-
ket demonstrated its concern for the public wel-
fare and at the same time won the respect of the
consumer. Top executives responded openly to
the media and did not attempt to fend off the
difficult questions.

All companies can learn from this example. The
response of each might differ according to its
industry and the imperatives of the particular
situation. But the methods and approach could
well be the same.

Recent events should alert security directors to the
very real potential of disasters that could severely
damage or even destroy their companies. There is
no room for complacency in the face of such pos-
sible sabotage as the catastrophe in Bhopal and
the product tampering in Minnesota.

The corporate anti-sabotage and sabotage crisis
programs should be reviewed and updated where
necessary. Security consciousness should be
raised and maintained at an appropriate level
through an educational program that includes all
employees. The message should be reinforced
through such means as incentive programs for
security suggestions and quality circles.

Given the right circumstances, any company can
find itself subject to sabotage and its aftermath.
And sabotage can strike more than once.
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