


and Space Administration (NASA) and other
sensitive government agencies, and required
hundreds of expensive man-hours to combat.
Although Morris was tried and convicted amid
much publicity, the case apparently has done
little to energize government and industry to
improve computer security.

The fourth category, representing the most
frequently occurring computer crimes, is the
theft, by electronic means or otherwise, of
money, financial instruments, property, ser-
vices, or valuable data. Examples of wire
fraud abound. Skilled computer experts can
circumvent controls to divert large portions of
the many billions of dollars that are moved
around the world each day by operators at
computer terminals. In a monumental scheme
that almost succeeded, a 32-year-old with a
master’s degree in computer science devised a
plan to intercept funds transferred over a wire
system, to hide the money, to convert it to
diamonds, then to recoup the cash by selling
the diamonds. Before the thief’s own care-
lessness revealed his activities, he had already
spent $10.2 million in fraudulently obtained
funds to purchase diamonds weighing nearly
9,000 carats, had brought the jewels unde-
tected into the United States, and was making
plans to re-convert the diamonds to cash.
Theft of services has skyrocketed, growing by
24 percent from 1986 to 1988. The cellular
telephone industry has been particularly hard
hit. Losses are estimated at $200 million for
1991 and are expected to jump to $600 million
in 1992 as a result of hackers who use home-
made computer chips to tap into cellular phone
networks and dial for free.

Achieving information security

Although the topic of computer security can
be considered from a technological point of
view, the problems most commonly encount-
ered in a commercial or institutional environ-
ment relate to issues of management. Most

crimes are dependent upon the spotting and
seizing of opportunity rather than on technical
ingenuity. While electronics experts may be
needed periodically to reduce unintended er-
rors in program design, it is the routine prac-
tice of good security measures by employees
of an organization that confers a high degree
of protection against a wide range of hazards.
Because security professionals themselves rate
human-factor strategies as more effective than
technical solutions, security directors must en-
courage all corporate personnel to practice the
following basics of information safety.

e Establish a security policy. Because lack of a
policy can be perceived as blanket permis-
sion to perform transactions inconsistent
with company welfare, a computer security
policy should spell out software and types of
transactions allowed, internal sanctions and
guidelines, procedures for granting or re-
scinding computer privileges, and penalties
for policy violation.

e Keep passwords secret. Prevent unauthorized
access to valuable data by creating passwords
that are composed of random characters and
that are long enough to resist relentless
searches of all character combinations. Pass-
words chosen because they are easy to re-
member are often easy for someone else to
guess. Passwords appearing in a computer
should be coded and should be changed
whenever the possibility exists that they have
been or might be compromised.

® Lock your personal computer. Almost every-
one who uses computers has breached com-
puter security by leaving an unattended per-
sonal computer turned on and logged into a
program or data base. So serious are the
repercussions that could result from this
simple act that some law enforcement agen-
cies consider failure to lock a computer to
be a prosecutable offense should damage re-
sult from the oversight.
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® Disguise sensitive files. Files or materials
labeled “‘confidential” or “proprietary” are
magnets for computer criminals. Don’t help
thieves by telling them where to look for
valuable data.

¢ Erase old files. Simply erasing the name of
an obsolete file is insufficient. To ensure that
old data cannot be recovered by other utili-
ties, replace data by overwriting it with char-
acters or blanks. Management must establish
guidelines to help identify expendable files.

® Destroy bad copies or printouts. Tossing use-
less or outdated documents into the waste
bin creates a gold mine for criminals who
are hired to find treasures in the trash.

Shred all old documents.

* Back up and store separately. Make copies
of all vital data; store copies off-site; and
check copies routinely on a firm schedule.
Control access to back-ups in order to guar-
antee availability and integrity. Date backups
and keep them for a year or more. If pro-
grams become infected, earlier backups may
be the only virus-free data.

® Log off. A computer transaction is not com-
plete until the user has exited from the pro-
gram. Failure to log off provides an open
gate for unauthorized users.

® Consider technological protection. Encryp-
tion increases communication security by
providing confidentiality, authentication,
integrity, and access control for the trans-
mission of sensitive data. Detection software
can check for viruses.

Because computers have become integral to the abil-
ity of organizations to conduct “business as usual,”
stemming the tide of computer crime has become a
critical business need. The issue is one of depend-
ence. A company’s business practices, the products
and services it offers, and the kind of staff it em-
ploys are frequently dictated by the extent and appli-
cation of its computerization. The sense of urgency
in achieving computer security is understood when
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one considers that once an institution becomes
heavily dependent on computers, its position is
virtually non-reversible. Because there is no effec-
tive, efficient way to return to an earlier mode of
conducting business, an institution’s very existence
may become contingent upon the proper functioning
of its computers. In such cases, a prolonged com-
puter failure—or even the perception by the public it
serves, however unfounded, that such a failure is
likely—can put an enterprise out of business within
weeks, if not days. It is the simple, everyday fact of
computer dependency and the recognition that infor-
mation is the key commodity of many companies—
more than the threat of hackers or viruses or
techno-terrorists—that place the need for computer
security at the forefront of business concerns.

1o combat the problem, action is indicated on three
fronts. Business must work for tougher and more
standardized computer crime laws and for timely
prosecution and appropriate punishment of computer
criminals. Business must establish disaster recovery
procedures to cope with interruption of computer
service and, where appropriate, must expand the use
of technological controls. Above all, business must
educate employees about the basics of information
security. Because experts agree that 80 to 90 per-
cent of computer and network abuse are generated
internally, business must demand that company per-
sonnel abide by approved information security meas-
ures. Computer crime is no longer a problem for
computer professionals. It can be perpetrated by
anyone at any time. And it victimizes us all. Begin
today to raise information security consciousness in
your organization. An ounce of prevention is worth
a pound of cure.
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