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transfer funds by means of electronic blips. Vi-
sionaries predicted the demise of the paper-
based payments system as the new technology
took hold. Yet, the volume of checks keeps
growing every year. A primary reason for the
increase is the fact that checks create ““float.”
Unfortunately, ‘‘float” spawns opportunity for
fraud.

As volume of transactions grow, so do
opportunities for fraud

There are three major funds transfer networks:

SW.LET. (Society for Worldwide Interbank
Financial Telecommunications) links financial
institutions around the world. With more than
1,200 member banks, SW.I.ET. has funds
transfer capabilities with 40 countries. In 1985
daily traffic totaled 600,000 messages. The
network estimates that the daily volume will
reach one million by 1989. While SW.I.FT.
security itself was not compromised, the net-
work was used in an embezzlement scheme in
1983. Codes for logging on to the network
were not properly protected, making possible a
fraudulent transfer of funds.

Fed Wire is operated by the United States Fed-
eral Reserve System and provides funds trans-
fers between the Federal Reserve Banks and
their member banks across the country. Daily
volume on the Fed Wire averages about $450
billion, consisting mostly of corporate trade
(business-to-business) payments and funds trans-
fers between banks. Another part of the Fed
Wire system, which handles the sale of gov-
ernment securities, clears $250 billion a day.

C.H.I.P.S. (Clearing House Interbank Pay-
ments System) is operated by the New York
Clearing House. This network currently moves
over 100,000 transactions totaling $425 billion
every day.

In addition to these major funds transfer net-
works, there are also 32 regional Automated
Clearing Houses (ACHs) that together make
up a national network. Last year ACHs were
responsible for more than 700 million govern-
ment and private sector transactions. Most
ACH transactions consist of bill payments,
direct deposit of payrolls, insurance premiums
debited from checking accounts, and corporate
trade payments.

The sheer magnitude of transactions either on
the funds transfer networks or through the
ACHs makes security a paramount concern
for corporations, for banks, and for the U.S.
Treasury. Although there are no reported cases
of major security compromises of these sys-
tems, the banking industry and the U.S. Treas-
ury have undertaken major proactive security
measures. But at least one giant U.S. corpora-
tion is so worried about ACH security that it
is establishing its own payment network.

One of the nation’s largest automakers is plan-
ning to pay its 20,000 suppliers by electronic
means instead of by check. The transactions
will total approximately $4 billion per month.
But rather than using the Automated Clearing
Houses to process the payments, the company
is setting up its own network using eight dif-
ferent banks located in major cities where its
suppliers are concentrated. A major reason the
corporation opted for going to such lengths is
a concern for security of funds transfers and
transmission of corporate data on the ACH
system.

The growth of corporate trade payments has
been slowed by the inability of the ACH sys-
tem to develop a format acceptable to the na-
tion’s corporations. Still, the numbers are
large. One of the nation’s largest retailers pays
approximately 50,000 invoices every month
through the ACH system. The monthly dollar



total for this one corporation comes to almost
$500 million, with the number of suppliers in
the program growing constantly. A major
boost to the corporate trade payment move-
ment will come when the U.S. Government
converts its vendors to the system. The De-
partment of Defense and the Treasury pay
some 77 million invoices every year.

Corporate trade payments often require that
sensitive, confidential information accompany
any funds transfer. Such information as invoice
or accounting data, price quotes, shipment in-
formation, and release dates are highly guard-
ed corporate secrets. This kind of competitive
information is priceless.

Yet hundreds of companies freely exchange
data by electronic means. Industrial sectors
represented by these companies include com-
munications, textile, apparel, metal, and elec-
trical. The increase in electronic exchange of
information is occurring at the same time that
estimates of the annual cost of industrial es-
pionage in this country range upwards of $1
billion. Computer fraud on the whole grows as
a distinct problem as the nation goes online.
While the estimates in the United States are
more general, recent statistics from Great Bri-
tain are both specific and alarming. In only
three years—from 1983 to 1986—the average
loss from computer fraud increased from
31,000 pounds to 262,000 pounds, an eight-
fold increase. In the same period, the greatest
loss from a computer fraud rose from 500,000
pounds to 10 million pounds. As might be sur-
mised, the bigger losses were the result of
electronic funds transfer fraud. Cases of finan-
cial services fraud went from 29 percent to 37
percent of all computer fraud.

The potential loss from electronic transfer of
funds or corporate data can be seen from a

survey conducted by the U.S. Department of
Justice. Published in 1985, the survey cannot

be considered representative since it included
only 16 of the more than 14,000 banks in the
nation. Nevertheless, the findings are revealing.

Bank managers and wire transfer experts esti-
mated that losses from wire transfer fraud
would increase about 70 percent by 1990.
Some of the largest increases in contributing
causes of anticipated wire transfer fraud were
expected to be in the areas of internal and ex-
ternal collusion, compromise of the data line,
alteration of messages, compromise of the test
key, and unauthorized alteration of the data
base.

Two new procedures are designed to tighten
security

The automaker mentioned above will make use
of two major developments to safeguard its
funds transfers and corporate data: encryption
and message authentication.

Encryption is the translation of a message into
a form that is unintelligible without the code,
or “‘key,” to retranslate the message back into
the original. Unauthorized personnel who gain
access to an encrypted message would have
great difficulty deciphering the gibberish with-
out the “key.”” Tapping into the computer sys-
tem or the telecommunications lines becomes
a much less serious problem once the data and
the messages are encrypted. False messages
could not be generated and existing messages
could not be changed without knowledge of
the “key.” Other computer security problems,
such as destruction of data, placement of
“logic bombs” and so on, would still remain.
But data encryption costs are rapidly declining
due to technological advances and the force of
competition. Such methods of security are be-
coming available, in terms of cost/benefits, to
an increasing number of companies, both fi-
nancial and nonfinancial.
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The second major effort to protect the security
of funds transfer systems involves message au-
thentication. With authentication, a code is trans-
mitted along with the message. If the code does
not match the receiver’s code, then the receiv-
er rejects the message as being unauthenticated.

Authentication can be used simultaneously with
encryption for an added measure of security.

Both techniques gain acceptance, but their
use remains controversial

Last year, the New York Clearing House be-
came the first ACH to use message authentica-
tion for all its transactions. (It had previously
used it for messages on the C.H.I.P.S. network.)
The Federal Reserve announced last November
that it would encrypt Fed Wire and ACH mes-
sages by the end of 1987. The U.S. Treasury
will use authentication for all internal funds
transfer communications by the end of 1988.

The security offered by encryption and au-
thentication are not without controversy. Last
June the National Security Agency (NSA) an-
nounced that it intended to withdraw its en-
dorsement of the Data Encryption Standard,
commonly used to underpin the security of
electronic funds transfer systems. In 1984 the
NSA was given the responsibility of creating
security systems for sensitive information even
if it is not directly related to national defense.

Last month the NSA agreed to continue its en-
dorsement of the Data Encryption Standard
until new security measures are developed.
The NSA’s concern centers on the export of
security devices needed to decode encrypted
and authenticated messages, as well as the fact
that the algorithm (a complex set of computer
calculations) on which encryption is based is
public information. The position of banks
with international operations is that secure
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communications with foreign banks and corpo-
rations require their knowledge of the algo-
rithm and possession of security devices.

The major vulnerability of these security pro-
grams lies with securing the “keys” and mes-
sage authentication codes. A wrong, or defec-
tive, or stolen “‘key” could represent disaster
for the affected institution. The “key” would
have to be conveyed in some way to the appoint-
ed institution, creating many points of inter-
ception. In addition, the increasing reliance on
sophisticated technology can cause a “dropping
of the guard.” Psychologically, people respon-
sible for security might tend to assume that
normal security measures can be relaxed. That
would be the moment of greatest vulnerability.

Sophisticated technology calls for vigilant security

Securiry of funds transfers, or of any data ex-
change, remains a major concern of American cor-
porations. Whether the vehicle is a funds transfer
network, an Automated Clearing House, Telex, or a
corporate treasury terminal with an on-line hook-
up to a lead bank, there is vast opportunity for
Sfraud and compromise of corporate data.

But however high-tech and sophisticated the rech-

nology becomes, the fundamentals of sound securi-
ty practices must not be overlooked. Up to 90 per-
cent of all computer fraud involves people with in-
side knowledge. The greatest investment possible in
security equipment can be rendered useless if the

person with the “key” empties the corporate treasury.
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