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“spoofing” decided to cause havoc among com-
pany employees. This form of mail forgery is
expected to increase over the next decade with
the growth in the use of e-mail. A new crypto-
graphic technique known as a “digital signature”
can protect the unwary from these forms of elec-
tronic assaults. Passwords and encryption sys-
tems (which allow coding and decoding) also
will help deny the curious from reading what
isn’t their business.

You should log on to your e-mail only when
you are at your desk, so that no other person
can receive your messages or send one in your
name. Log off your computer when you leave
to deny access to anyone interested in snoop-
ing. Be sure to change your e-mail password
often.

You might also be the victim of electronic stalk-
ing. In one bizarre incident, a 32-year-old man
was charged with stalking a 29-year-old teacher
through electronic mail; he had met her through
a video dating service. The electronic stalker
never physically assaulted or threatened the
woman, but he persistently communicated with
her through electronic messages characterized
by lovesick pleas and romantic innuendo.

All 50 states have enacted stalking laws, but
only one state, Michigan, expanded its laws to
include electronic stalking. Recently, a federal
bill was introduced in Congress to broaden cur-
rent stalking laws to ban stalking by e-mail, as
well as by telephone.

Fax Machines

Rapidity and ease lure people to depend on the
fax machine. Employees who traditionally
guarded sensitive information by sending it in
sealed envelopes marked “eyes only” now trans-
mit proprietary information openly through the
fax. The convenience of the fax has transformed

business, but unfortunately it increases the vul-
nerability of information transmitted.

Experts recommend that you secure your fax
number as you would your home phone number.
Never divulge your fax number unnecessarily,
frivolously, or to anyone who doesn’t need to
know it. Don’t let them tie up your machine
with junk advertisements, promotions, and per-
sonal correspondence. Be extremely security
conscience and careful when you send a fax.
Think of the potential harm and consequences if
the fax were to be read by the “wrong” people.
Call ahead to alert the recipient that you are
sending the fax. Ask the recipient to confirm
that it was received, and verify its contents.
Also, verify the origin, date, and number of
pages of received faxes.

Some new fax machines use a secret password
to scramble a message so that it appears as an
unreadable configuration. Only a recipient with
the proper equipment and password will be able
to reorganize the fax to make it intelligible. This
will ensure that the contents are read by the one
for whom the fax was intended. The security
procedures must be reliable and easy to use, oth-
erwise personnel will avoid implementing the
system.

Fax machines often work 24 hours a day, and
information on hard copy may be received at
any time, including weekends. The fax may
remain in the machine receptacle for hours or
days until authorized personnel receive and dis-
tribute it. This obvious breach of security can be
avoided by placing the fax and crypto-equip-
ment in a room that can only be accessed by
authorized personnel. It is also now possible for
faxes, especially those containing proprietary
information, to be securely sealed in tamper-
resistant envelopes with only the recipient’s
name and address appearing on the envelopes. If
material is extremely sensitive, it might be best
to transmit it via overnight mail.



Reporting Computer and High-Tech Crime

You should establish procedures for reporting
criminal acts to the police, district attorney, and
other proper authorities. Both the FBI and the
Justice Department have dedicated computer
crime units. Failure to develop such procedures
might delay the reporting process and, in turn,
may provide time for the criminal to destroy
essential evidence. Investigate all security breach-
es and suspected criminal acts immediately.

Always prosecute offenders. Failure to press
charges and prosecute will only encourage oth-
ers to commit similar acts. In the past, computer
thieves have not been required to “pay the price”
as other criminals are. In part, this freedom from
punishment has been “computer mystique,” a
tendency of those who don’t fully understand
the computer to ascribe near-magical qualities to
a machine that is, in reality, no harder to under-
stand than an automobile.

One of the nation’s leading experts in computer
security estimates that the probability of prose-
cution in a computer crime is only 1 in 27,000.
Even if indicted and found guilty, the computer
criminal will, in all likelihood, get off with a
ridiculously light sentence. One computer thief,
for example, who stole more than $21 million,
was sentenced to probation for less than 12
months. Some who hear such reports might be
tempted to couple their knowledge of the com-
puter with an intimate knowledge of the firm for
which they work, and thus be in a position to
divert funds or other assets for personal advan-
tage.

However, the nation’s jails are filled with those
who have said, “They’re not going to get me,
because I won’t make mistakes.” Computer
security is getting tighter, and those who fight
computer and other high-tech crimes are getting
as smart as those who commit them. The would-
be computer criminal may join the long list of

kings and queens, presidents and dictators,
tycoons and executives, and even average citi-
zens who have pitted their abilities against the
established order and have paid the price of their
vanity.

Computer and High-Tech Crime: A Checklist

1. Establish selection procedures for screening
all new employees and for in-depth probes
for employees who will have access to con-
fidential information.

2. Develop procedures for separation of work
responsibilities.

3. Carefully log all suspicious interruptions of
computer operations.

4. Only authorized personnel should have
access to the computer.

5. All employees should take a special educa-
tion course in computer security.

6. Write down all instructions to computer per-
sonnel.

7. Formulate a code of ethics on computer
operations.

8. Be sure your computer facilities have good
physical security.

9. Construct your computer facility out of fire-
resistant and waterproof materials.

10. Conduct an annual security audit.

11. Establish disaster recovery plans, and test
them at least once a year.

12. Develop alternative equipment and power
backup systems in the event the computer
fails.

13. Store all computer tapes, disks, and records
in special computer safes.
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14. Develop emergency shutdown and recovery
procedures.

15. Introduce periodic rotation of computer per-
sonnel.

16. Use electronic security devices to prevent
electronic penetration,

17. Utilize security codes, passwords, scram-
blers, and cryptographic devices to prevent
unauthorized use of the computer.

18. Limit the number of employees who can
access your firm’s central files and outside
telephone lines from the same terminal or
personal computer.

19. Limit the use of remote and inactive com-
puter terminals. Use call-back modems, or
install hard-wired security codes when
employees must access computers from off-
site locations.

20. Destroy all unneeded computer records and
printouts.

21. Invest in special computer insurance.

22. Use passwords, digital signatures, and
encryption systems to protect your e-mail.

23. Always remain near your computer when it
is logged on to your e-mail.

24. Secure your fax number as you would your
home telephone number.

25. Notify the recipient that you are sending a
fax, and request confirmation that it was
received.

26. Secure your fax and crypto-equipment in a
secure room in order to avoid security lapses.

27. Send sensitive material via overnight mail.

28. Investigate all suspicions of computer
abuse. Press charges and prosecute offend-
ers in all cases.

The above selection has been reprinted from the
fourth edition of How to Protect Yourself from
Crime, published by Reader’s Digest in 1997.
Written by Guardsmark President Ira A. Lipman,
How to Protect Yourself from Crime was first pub-
lished in 1975 by Atheneum. The U.S. Department of
Justice, Law Enforcement Assistance Division,
reprinted the first edition in 1980 for use as a train-
ing tool. Since then, the book has been extensively
updated and expanded three times. Avon published
the second edition in 1981, and Contemporary
Books printed the third revision in 1993.

The fourth edition of How to Protect Yourself from
Crime features completely updated information. This
publication contains the latest developments in such
areas as crime in the workplace, defenses against
rape, and school and campus crime. Other expanded
topics include family violence, battered women,
abducted and missing children, carjacking, and vio-
lence in the workplace. In addition, all-new chapters
address the dangers of sexual harassment and stalk-
ing, as well as acquaintance rape and campus sexu-
al assault.

For more information on this valuable crime-
prevention handbook or for information on The
Lipman Report, please visit Guardsmark on the
World Wide Web at www.guardsmark.com.
Interested parties may also obtain additional infor-
mation by writing to Guardsmark, P.O. Box 444,
Memphis, TN 38101-9945.
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